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Preface

Money laundering means the process of taking the proceeds of criminal activity and making them
appear legal. It occurs in almost every country in the world and it is a serious threat to financial
system which may lead to destruction of the country’s financial market, payment mechanism,
infrastructure, and endanger the country’s sovereignty as a whole. Now-a-days Money Laundering
(ML) and Terrorist Financing (TF) have emerged as a serious financial crime in the global economy. It
has major impact on a country’s economy, its social, economic, political, cultural development and
so on. Both ML/TF can weaken individual financial institution, and may pose a threat to the country’s
overall financial development. Prevention of money laundering and combating terrorist financing is,
therefore, a key element in promoting a strong, sound and stable financial sector.

To prevent ML and combat TF issues in a strong hand, the Government of Bangladesh has enacted
“Money Laundering Prevention (Amendment) Act, 2015” and “Anti-Terrorism (Amendment) Act, 2013”
(as amended from time to time). Besides, Bangladesh Financial Intelligence Unit (BFIU) has declared
Money Laundering and Terrorist Financing Risk as one of the core risks of the financial institutions. In
this regard, BFIU has also issued a “Guidance Note on Prevention of Money Laundering and Terrorist
Financing”. In this context, Industrial Infrastructure Development Finance Company Limited (hereinafter
referred as “lIDFC”) has formulated its own policy “Guidelines on Prevention of Money Laundering
and Combating Terrorist Financing” (hereinafter referred as AML/CFT Guidelines) with the approval
of its Board of Directors.

Compliance is generally understood as the adherence to norms (laws, self-regulation and industry
standards) as well as to internal directives. Lack of compliance bears the consequences of penalties
of the company and its employees at the level of both the civil and penal courts and can result in
damage of their reputation. Conversely, a good compliance program can help protecting companies
from expensive processes, high compensation claims and damage to their reputation. It can also
improve the level of efficiency of an organization, which pays off the company in the long run.

A good compliance-

reduces organizational and individual risk;

enables less hesitance and increases confidence;

helps better data management for better decisions;

increases level of efficiencies and economies of scale;

helps to providing level playing field;

helps realizing the company’s mission;

enhances relationships with regulators and other stakeholders;

reminds us that transparency is good business;

helps attract and retain talents and ensure employee’s engagement; etc.

VWONOCOAWD =

To ensure proper compliance of the Guidelines, IIDFC has established a Central Compliance Unit
(CCU) headed by a senior official, whose seniority, as per requirement of Bangladesh Financial
Intelligence Unit (BFIU), is not lower than three tiers from the Managing Director. Besides, IIDFC has
designated one senior level officer as Deputy Chief Anti Money Laundering Compliance Officer
(DCAMLCO) and Branch Anti-Money Laundering Compliance Officer (BAMLCO) in the branch level.
The CAMLCO is the Head of CCU and has vast working experience.

The concerned employees, management and, where necessary, the Board of Directors of IIDFC will
ensure the following compliance requirements of the above enactments:

1. report to BFIU proactively and immediately on the facts of suspicious, unusual or doubtful,
cash transactions (STR/SAR/CTR) likely to be related to ML/TF;

2. maintain confidentiality while sharing customer’s account related information;

3. not to disclose STR/SAR/CTR related facts or other related information to anybody which are
being reported to BFIU;

4. not to open or maintain any numbered or anonymous account;
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5. ensure know your customer (KYC) and know your employee (KYE) while opening customer’s
account and appointment of employee, as the case may be;

6. apply enhanced due diligence while opening accounts of PEPs/IPs etc.;

7. customer due diligence should be exercised to the customer at the time of identification,
acceptance, transaction, monitoring and reporting of STR/SAR/CTR;

8. self-assessment of the effectiveness of the AML/CFT program should be carried on half
yearly basis by the BAMLCO and the results of the same to be communicated to the ICC and
CCy;

9. the ICC shall carry out independent testing procedure (ITP) to check the adequacy of
AML/CFT policies and conduct audit in case of major non-compliance, if any, and report to
CCU for taking necessary action;

10. preserve, at least for 5(five) years, all necessary records on transactions, to comply with
information requests from the competent authorities like BFIU and other legal authorities.
However in compliance with the provision of the Companies Act, 1994 (under subsection 5 of
section 181) the same may be retained up to 12(twelve) years; and

11.shall be fully complied with Master Circular#12, dated: June 29, 2015 issued and to be
issued by BFIU and other prevailing and or future laws and regulations relating to AML/CFT.

Each employee of IIDFC shall have to understand and comply with the AML/CFT Guidelines and a
declaration to that effect has to be obtained from them that they understand and are fully aware of
the Prevention of Money Laundering and Combating Terrorist Financing.

In case of any conflict between this AML/CFT policy and the Money Laundering Prevention

(Amendment) Act, 2015 and Anti-Terrorism (Amendment) Act, 2013, the Original Act, Regulations;
and Circulars, Directive etc. of BFIU shall prevail.
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Part-I
Prevention of Money Laundering

Chapter 1: Introduction

Money laundering is the generic term used to describe the process by which criminals try to disguise
the original ownership and control of the proceeds of criminal conduct by making them appear legal.
The processes by which criminally derived property may be laundered are extensive. Though criminal
money may be successfully laundered without the assistance of the financial sector, the reality is that
hundreds of billions of dollars of criminally derived money is laundered through financial institutions,
every year. The nature of the services and products offered by the financial services industry carries
the inherent risk of being abused by money launderers.

The act of laundering is committed in circumstances where a person is engaged in an arrangement of
providing a service or product and that arrangement involves the proceeds of crime. These
arrangements include a wide variety of business relationships e.g. banking, fiduciary and investment
management.

The requisite degree of knowledge or suspicion will depend upon the specific offence but will usually
be present where the person providing the arrangement, service or product; knows, suspects or has
reasonable grounds to suspect that the property involved in the arrangement represents the proceeds
of crime. In some cases the offence may also be committed where a person knows or suspects that the
person with whom he or she is dealing is engaged in or has benefited from criminal conduct.

It happens in almost every country in the world, and a single scheme typically involves
transferring money through several countries in order to obscure its origins and the rise of global
financial markets makes money laundering easier than ever, making it possible to anonymously
deposit "dirty" money in one country and then have it transferred to any other country for use.

Money laundering has a major impact on a country’s economy as a whole, impeding the social,
economic, political, and cultural development of societies worldwide. Both money laundering and
terrorist financing can weaken individual financial institution, and they are also a threat to a country’s
overall financial sector reputation. Prevention of money laundering is, therefore, the key element in
promoting a strong, sound and stable financial sector.

The process of money laundering and terrorist financing (ML/TF) is very cumbersome. The money
launderers always try to invent more and more complicated and sophisticated procedures by using
newer technology for money laundering. To address these challenges, the global community has
taken various initiatives against ML/TF.
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1.1 Defining money laundering

International perspective

Money laundering can be defined in a number of ways. Most countries subscribe to the definition
adopted by the United Nations Convention Against lllicit Traffic in Narcotic Drugs and Psychotropic
Substances (1988) (Vienna Convention) and the United Nations Convention Against Transnational
Organized Crime (2000) (Palermo Convention) as follows:

i. The conversion or transfer of property, knowing that such property is derived from any
offense or offenses or from an act of participation in such offense or offenses, for the
purpose of concealing or disguising the illicit origin of the property or of assisting any
person who is involved in the commission of such an offense or offenses to evade the
legal consequences of his actions;

ii. The concealment or disguise of the true nature, source, location, disposition, movement,
rights with respect to, or ownership of property, knowing that such property is derived
from an offense or offenses or from an act of participation in such an offense or
offenses, and;

iii. The acquisition, possession or use of property, knowing at the time of receipt that such
property was derived from an offense or offenses or from an act of participation in
such offense or offenses.

FATF definition

The Financial Action Task Force (FATF), the recognized international body for setting standard for
anti-money laundering efforts, defines money laundering as the processing of criminal proceeds to
disguise their illegal origin in order to legitimize the ill-gotten gains of crime.

National legal framework,
Section 2 (v) of the Money Laundering Prevention (Amendment) Act, 2015 defined ML as follows:

i knowingly moving, converting, or transferring proceeds of crime or property involved
in an offence for the following purposes:-
a. concealing or disguising the illicit nature, source, location, ownership or control
of the proceeds of crime; or
b. assisting any person involved in the commission of the predicate offence to
evade the legal consequences of such offence;
ii. smuggling money or property earned through legal or illegal means to a
foreign country;
iii. knowingly transferring or remitting the proceeds of crime to a foreign country or
remitting or bringing them into Bangladesh from a foreign country with the intention of
hiding or disguising its illegal source; or

iv. concluding or attempting to conclude financial transactions in such a manner so as to
reporting requirement under this Act may be avoided;

V. converting or moving or transferring property with the intention to instigate or assist
for committing a predicate offence;

vi. acquiring, possessing or using any property, knowing that such property is the
proceeds of a predicate offence;

vii. performing such activities so as to the illegal source of the proceeds of crime may be
concealed or disguised;

viii. participating in, associating with, conspiring, attempting, abetting, instigate or counsel

to commit any offences mentioned above.
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1.2 Purpose of money laundering

The purpose of money laundering is to cease the connections between the money and the crime from
which ill money has been generated. In other words, money laundering disguises or conceals the illicit
origin of money generated through criminal activities.

Launderers engaged themselves in money laundering for 4(four) main reasons:

i. to organize and run criminal activity using financial channel to get financial benefit;
ii. to conceal or disguise the source of their wealth to avoid prosecution;
ili. to cover ill-gotten gains from suspicion and protect them from seizure; and
iv. to conceal their existence or alternatively, give them a legitimate look.

1.3 Stages of money laundering

The money laundering cycle includes three distinct stages as follows:

1.3.1 The placement stage

The placement stage represents the initial entry of the "dirty cash” or proceeds of crime into the
financial system. Generally, this stage serves two purposes: (a) it relieves the criminal of holding and
guarding large amounts of bulky of cash; and (b) it places the money into the legitimate financial
system. It is during the placement stage that money launderers are the most vulnerable for being
caught. This is due to the fact that placing large amounts of money (cash) into the legitimate financial
system may raise suspicions amongst officials.

The placement of the proceeds of crime can be done in a number of ways. Some common methods
include:

i. Loan repayment: Repayment of loans or credit cards with illegal proceeds;

ii. Currency smuggling: The physical movement of illegal currency or monetary instruments over the
border;

iii. Currency exchanges: Purchasing foreign money with illegal funds through foreign currency
exchanges;

iv. Blending funds: Using legitimate cash from legal business to mix dirty funds with the day's
legitimate sales receipts;

v. Gambling: Purchase of gambling chips or placing bets on sporting events; etc.

1.3.2  The layering stage

After placement comes the layering stage (sometimes called as structuring). The layering stage is the
most complex and often entails the international movement of the funds. The primary purpose of this
stage is to separate the illicit money from its source. This is done by the sophisticated layering of
financial transactions that obscure the audit trail and break the link with the original crime.

During this stage, for example, the money launderers may begin by moving funds electronically from
one country to another, then divide them into investments placed in advanced financial options or
overseas markets; constantly moving them to elude detection; each time, exploiting loopholes or
discrepancies in legislation and taking advantage of delays in judicial or police cooperation.

1.3.3 The integration stage

The final stage of the money laundering process is termed as the integration stage. In this stage the
ill-gotten money has been reverted from the criminal sources to be legitimate sources. Having been
placed initially as cash and layered through a number of financial transactions, the criminal proceeds
are now fully integrated into the financial system and can be used for any purpose.

\:iij Guidelines on Prevention of Money Laundering and Combating Terrorist Financing 10 | Page
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There are many different ways in which the laundered money can be integrated back with the
criminal; however, the major objective at this stage is to reunite the money with the criminal in a
manner that does not draw attention and appears to result from a legitimate source. For example,
the purchases of property, art work, jewelry, or high-end automobiles are common ways for the
launderer to enjoy their illegal profits without drawing attention to legal authorities.

A typical money laundering scheme is illustrated below:

Collection of dirty money

fuswedp|d

Dirty money infregrates info the financial system

1

Buiaip

Transfer to bank account; wire transfer; loan to a company;
payment by false invoice to other company; etc.

uoybiBajy|

Purchases of luxury assets, financial investments, industrial
investment

Figure: Typical Money Laundering Scheme

The three basic steps may occur as separate and distinct phases. They may also occur simultaneously
or, more commonly, may overlap. Steps used depend on the available laundering mechanisms and
the requirements of the criminal organizations.

1.4 Money laundering predicate offenses

Money laundering predicate offense is the underlying criminal activity that generated proceeds and
when laundered, results in the offense of money laundering. This includes:

a) corruption and bribery;

b) counterfeiting currency;

¢) counterfeiting deeds and documents;
d) extortion;

e) fraud;

f) forgery;

g) illegal trade of firearms;

h) illegal trade in narcotic drugs, psychotropic substances and substances causing intoxication;
i) illegal trade in stolen and other goods;

i)  kidnapping, illegal restraint and hostage taking;
k) murder, grievous physical injury;
1) trafficking of woman and children;

V%
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m) black marketing;

n) smuggling of domestic and foreign currency;

o) theft or robbery or dacoity or piracy or hijacking of aircraft;
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q) dowry;

r)  smuggling and offences related to customs and excise duties;

s) tax related offences;

t)  infringement of intellectual property rights;

u) terrorism or financing in terrorist activity;

v) adulteration or the manufacture of goods through infringement of title;

w) offences relating to the environment;

x) sexual exploitation;

y) insider trading and market manipulation using price sensitive information relating to the
capital market in share transactions before it is published for general information to take
advantage of the market and attempting to manipulate the market for personal or institutional
gain;

z) organized crime, and participation in organized criminal groups;

aa) racketeering; and

bb) any other offence declared as predicate offence by Bangladesh Financial Intelligence Unit
(BFIU) with the approval of the Government, by notification in the Official Gazette, for the
purpose of this Act.

1.5 Reporting organizations:

i. Banks;
ii. financial Institutions;
iii. insurer;
iv. money changer;
V. any company or institution which remits or transfers money or money value;
vi. any other Institution carrying out its business with the approval of Bangladesh Financial
Intelligence Unit (BFIU);
vii. a. stock dealer and stock broker;
b. portfolio manager and merchant banker;
c. securities custodian;
d. asset Manager;
viii. a. non-profit organization;
b. non-government organization;
c. cooperative society;
ix. real estate developer;
x. dealer in precious metals or stones;
xi. trust and company service provider;

xii. lawyer, notary, other legal professional and accountant; and
xiii. any other institution which BFIU may, from time to time, notify with the approval of the
Government.

1.6 Scope and objective of the guidelines

This policy is applicable for all sorts of transactions, products, operations and other relevant activities
of IIDFC including branch/es. The Company would ensure compliance with this AML/CFT Guidelines or
as prescribed by law and/or the Bangladesh Financial Intelligence Unit (BFIU) circulars, directives etc.
issued from time to time whichever more exhaustive.
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The obijective of this policy is to ensure that IIDFC has designed and implemented processes and
procedures that are consistent with regulatory guidelines and the goals and purposes of the AML/CFT
Act.

The overall framework for AML/CFT regime designed in IIDFC so that the business units and other
concerned will take responsibility for:

i. verifying true identity of customers prior to provide any service;
ii. reporting all STR/SAR/CTR to Bangladesh Financial Intelligence Unit (BFIU);
iii. keeping appropriate records at least for 5(five) years as determined by BFIU;
iv. providing, from time to time, information as required by BFIU and other regulatory authorities;
and
v. developing, implementing and complying with all AML/CFT related legal requirements.

1.7 How to combat money laundering

Money laundering potentially devastates the economy, social security and safety. ML is a process of
making crime worthwhile. It provides fuel for drug dealers, smugglers, terrorists, illegal arms dealers,
corrupt public officials, and others to operate and expand their criminal initiatives. ML diminishes
government tax revenue and therefore, indirectly harms honest taxpayers. It also makes government
tax collection more difficult. In order to preventing ML, IIDFC should always pay particular attention
to the fundamental principle of good business practice i.e. Customer Due Diligence (CDD), Enhanced
Due Diligence (EDD), Know Your Customer (KYC) and Know Your Employee (KYE). Having a sound
knowledge of a customer’s business and pattern of financial transactions and commitments-are the
best methods by which IIDFC and its officials will try to recognize and protect ML/TF.
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Chapter 2: Vulnerabilities of IIDFC

Money launderer may use different financial products like lease, loans, and deposit schemes etc. to
launder their ill-gotten money. Possible ways of laundering mechanism of ill money through use of
IIDFC’s products or services are discussed as under:

Vulnerabilities of products and services

a) Lease/term loan finance

Money launderers can use this instrument for placement and layering of their ill- gotten money.
Borrower can take lease/term loan finance from IIDFC and repay the loan from money earned
through illegal sources, and thus bring illegal money enter into the formal financial system in absence
of proper measures. The borrower can also repay the loan amount even before maturity period. In
case of financial or capital lease, the asset purchased using IIDFC’s finance can be sold immediately
after repayment of the loan using dirty money and sold proceeds can be shown as legal.

b) Factoring

IIDFC introduced Factoring Finance as another wing of business segments to strengthen its scope of
business. Using its complex business mechanism, the supplier along with buyer may jointly legalize
their proceeds of crime using the product. Without conducting any bona fide transaction, the supplier
may get finance from IIDFC and IIDFC may get repayment from buyer. IDFC may unconsciously
allow repayment without verifying the sources of fund which may be taken by the money launderers
ds an opportunity to place their ill- gotten money.

c) Personal loan/car loan/home loan

A person can take personal loan from IIDFC and repay it by illegally earned money; thus s/he can
launder money and bring it in the formal channel. Similarly, after taking home loan or car loan,
money launderers can repay those with their illegally earned money, and later by selling that
home /car, they can show the proceeds as legal money.

d) SME/women entrepreneur loan

A borrower of SME or women entrepreneurs can take loan/lease facilities from IIDFC and repay
that, in some cases before maturity, with illegally earned money. They even do so only to validate
their ill-gotten money even not utilizing the loan to the proposed business. This way they can bring the
illegal money in the financial system.

e)Deposit schemes

IIDFC collects deposit from customers for different maturity period but for not less than 3(three)
month’s tenure. Customers may take premature encashment of their deposit money with due
approval from the competent authority. Thus deposit product may be used as lucrative vehicle to
place ill-gotten money in the financial system in absence of strong surveillance.
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Chapter 3: Mitigation process - ML/TF risk assessment

3.1 Introducing risk base approach

The risk-based approach is an essential component of the effective implementation of the FATF
Recommendations. Government, competent authorities, financial institutions, designated non-financial
business and professions (DNFBPs) and other reporting entities are sole responsible to understand,
identify, assess, and take effective action to mitigate ML/TF risks.

An integrated risk-based system depends mainly on a proper assessment of the relevant risk sectors,
products, services, and customers and on the implementation of appropriate risk-focused due diligence
and record-keeping. These in turn become the foundation for monitoring and compliance mechanisms
that allow rigorous screening of high-risk areas and accounts. Without sufficient due diligence and risk
profiling of a customer, adequate monitoring for suspicious activity would be impossible. In pursuance
of the Wolfsberg Group guidelines, a risk-based monitoring system of [IDFC should:

i. compare the customer’s account/transaction history to the customer’s specific profile information
and a relevant peer group, and/or examine the customer’s account/transaction history against
established ML criteria/scenarios, in order to identify patterns of suspicious activity or anomalies;

ii. establish a process to compare customer or transaction-specific data against risk-scoring models;

iii. be capable of recognizing patterns and of “learning” which transactions are normal for a
customer, rather than designating certain transactions as unusual (for example, not all large
transaction are unusual and may easily be explained); issue alerts if unusual transactions are
identified;

iv.  track alerts in order to ensure they are appropriately managed within the institution and that
suspicious activity is reported to the authorities as required; and

v.  maintain an audit trail for inspection by the institution's audit function and by financial institutions
supervisors.

These will help in design and implementation of this approach for mitigating ML/TF risks.

3.2 Assessing risks

IIDFC should be required to take appropriate steps to identify and assess ML/TF risk arisen from or
through customers, products or services and fransactions or delivery channels and geographical
presence. IIDFC should document assessment result in order to be able to demonstrate their basis,
keep assessment result up-to-date and provide assessment result to the competent authority.

3.3 Rysk management and mitigation

Risk management is a systematic process of recognizing risk and developing both minimize and
manage the risk. To mitigate the vulnerabilities of ML/TF risks, IIDFC should require to establish
policies, controls and procedures that enable to manage and mitigate the risks that have been
identified in assessment process. IIDFC also requires to monitor the implementation of those controls
and to enforce more stringent policy, if necessary. The mitigation policies, controls and procedures
must be approved by senior management.

3.4 Risk, Management framework,

A risk management framework consists of establishing the internal and external context within which
the designated service is to be provided, risk identification, risk assessment or evaluation and risk
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treatment-mitigating, managing, control, monitoring and periodic reviews. A risk management
framework is briefly stated in a tabular form as follows:

Stage-1: Risk identification

Customer

Product

Identification of main ML/TF risks Sector

Delivery Method

Country /Jurisdiction

Failure to report STR/SAR/CTR
Inappropriate customer verification
Inappropriate record keeping

Lack of AML/CFT program

Identification of regulatory risks

Stage-2: Risk assessment

Likelihood-Chance of the risk happening

Measure the size and importance

. Impact-The amount of loss or damage on risk
of the risk

Likelihood X Impact-Level of risk (risk score)

Stage-3: Risk treatment

. . Minimize and manage risks
Manage business risk

Apply strategies, policies and procedures

Put in place system and controls

Manage regulatory risk

Carry out risk plan and AML/CFT program

Stage-4: Risk monitoring and review

Develop and carry out monitoring process

Keep necessary records

Monitor and review risk plan Review risk plan and AML/CFT program

Execution internal audit or assessment

Preparation AML/CFT compliance report

Recently Bangladesh Financial Intelligence Unit (BFIU) issued a Circular Letter No. 04: dated July 30,
2015 on Money Laundering and Terrorist Financing Risk Assessment Guidelines for Financial
Institutions. The guidelines can be found in the following link for more understanding:

[https: //www.bb.org.bd /bfiu/bfiulawguidelist.php|

IIDFC on the basis of the above Guidelines assessed its risks with due approval from the Managing
Director. The assessed score as per risk scoring matrix is attached at “Annexure-A” in this guidelines
as per Circular Letter#04, dated July 30, 2015 of BFIU. The risk score shall be reviewed after
regular intervals depending on the changed business scenario.

y ¢
5
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Chapter 4: Customer identification and verification

A meaningful anti-money laundering compliance program should include identification and
verification of customers at the stage of opening account or establishing financial transaction or
relationship. Accordingly, the Company should ensure to:

i. verify the identity of any person/individual concern/company (hereinafter called as
“customer”) while pursuing to open an account to the extent reasonable and practicable;

ii. maintain records of the information used to verify a customer’s identity, including name,
address and other identifying information; and

iii. verify the UNSCR list (1267/1999 and 1373/2001), banned list of Bangladesh Government
of known or suspected terrorists or terrorist organizations or other national or international
sanction lists using IIDFC’s own software to determine whether a person pursuing to open an
account appears on any such lists.

The following options are recommended for concerned officers of Head Office as well as branch/es
to consider in developing customer identification process:

4.1 Customer identification

IIDFC should not keep anonymous or accounts in fictitious name/s. Company should undertake
customer due diligence measures, including identifying and verifying the identity of their customers
when:

i. establishing business relations;
ii. carrying out occasional transactions;
iii. there is a suspicion of money laundering or terrorist financing; and
iv. the financial institution has doubts about the reliability or adequacy of previously obtained
customer identification data.

In order to fulfill identification requirements [IDFC should, where necessary, take measures to:

i. verify the legal existence and structure of the entity by obtaining either from a public register
or from the customer or both, proof of incorporation, including information concerning the
customer’s name, legal form, address, directors and provisions regulating the power to bind the
entity, as the case may be;

ii. verify that any person purporting to act on behalf of the customer is so authorized and identify
that person;

iii. no account should be opened without satisfactory identification, and proper introduction, where
applicable. In fact before opening an account concerned officer should interview the customer
to assess his need for opening an account, his business, engagement etc.;

iv. customer’s residence (permanent and present) or place of business to be carefully considered.
If it is not in the area where IIDFC or branch serves, in that case opening an account at that
location may need to be justified;

v. should issue thanking letters to the customers for opening account or establishing business
relations towards verification of address (attached as “Annexure-B”); and

vi. the source of funds used to open the account shall be known and commensurate with the
account opener’s details.

4.2 Customer profiling

i. obtaining and documenting the customer’s basic background and information;
ii. use those information to evaluate the appropriateness and reasonableness of the customer’s
transaction activity;
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iii. the customer’s expected transaction trends;
iv. net income; and
v. determine the source of the customer’s funds.

4.3 Review of KYC profile

KYC shall be reviewed on a regular interval i.e. in case of high risk customer at least once in a year
and in case of low risk customer once in every two years for:

i. monitoring transactions and activities; or
ii. renewal of an account; or
ili. customer visited IIDFC; or
iv. any change in introductory information of customer;
v. periodic discussions with the customer relating to their business activities or future plan of the
business; or
vi. any other activities as deemed necessary.

4.4  Taking special care

Responsible officer of loans & advances department should monitor customer’s borrowing profile in
the course of business to ascertain repayments or settlement of loan or loan drawdown is in line with
the customer business activities. They shall also take special care on the following cases:

i. on high risk customer;
ii. in case of deposit of significant amount which inconsistent with customer profile; and
iii. deposit of funds into company’s accounts, usually in amounts below the threshold limit set by
Bangladesh Financial Intelligence Unit (BFIU).

4.5 Monitor inconsistent transactions with customer’s business/personal profile

Responsible officer shall closely monitor the customer’s account in case:

i. where they make payments in cash rather than using banking channel;
ii. operate retail business but made substantial payments against loan which indicates that the
customer may have another undisclosed source of income; and
iii. deposit of large volume of cash which does not match with the customer’s business profile.

4.6 Preserving customers records

IIDFC should preserve all necessary records of transactions as per Bangladesh Financial Intelligence
Unit (BFIU) circular in force, to enable them to supply information as desired by the competent
authorities. Such records must be sufficient to permit construction of individual transactions so as to
provide, if necessary, evidence for prosecution for criminal behavior. They also should keep records on
customer identification e.g. copies or records of official identification documents like NID, passport
copy, identity card, driving license or any other documents acceptable to the Company, account files
and business correspondence for a minimum of 5(five) years even after the account is closed as
advised BFIU. These documents should be available to domestic competent authorities in the context of
relevant criminal prosecutions and investigations.

£
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Chapter 5: Know your customer (KYC), customer due diligence (CDD) and enhanced
due diligence (EDD)

Generally, Know Your Customer (KYC) policy is implementing to confirm a customer’s identification
program. The term is also used to refer to Thewhich governs these activities. KYC is mostly
used in financial institutions and other reporting authorities as defined by the regulators. They use
KYC to identify customers and ascertain relevant information in doing business/relationship with them.
In wider terms, KYC processes are also employed by companies of all sizes for the purpose of
ensuring AML/CFT compliances. KYC policies are becoming much more important globally to protect
financial fraud,[money laundering|[terrorist financing|etc.

Generally IIDFC should never establish a relationship with a customer until it knows the customer’s true
identity. If a potential customer is unwilling to provide necessary information and documents, the
relationship should not be established.

5.1 Benefits of introducing KYC
KYC-

i. helps detect suspicious activity in a timely manner;
ii. promotes compliance with all relevant laws;
iii. promotes safe and sound financial transactions and best business practices;
iv. minimizes the risk that the Company may encounter for illicit activities;
v. reduces the risk of government seizure and forfeiture of a customer’s loan collateral when they
are involved in criminal activities or ML/TF issues, and
vi. protects Company’s reputational risk.

5.2 KAC procedures

i. Before opening an account, due diligence is required to be performed on all
prospective customers. This process should be completed by fulfilling the documentation
requirements (duly filled in application form, references, source of funds, applicable identities
etc.) with a Know Your Customer (KYC) profile which is used to record a customer’s source of
fund, expected transaction activity at its most basic level.

ii. Once the identification procedures are completed and relationship with the customer is
established, IIDFC should monitor behavior of customers to ensure that it is consistent with the
nature of business as was stated while establishing relationship /opened account. Concerned
officer will be responsible for reporting suspicious transactions undertaken by the customer,
review & updating customer’s KYC profile for any significant changes in their lifestyle (e.g.,
change of employment status, increase in net worth etc.) and by monitoring the transaction
activity over the customer’s account on a periodic basis.

iii. KYC profile must contain the basic information about the customer like name, address,
tel/cell /fax numbers, e-mail address, line of business, annual sales and other relevant
information. If the customer is a PEPs/IPs, the account is to be taken special care and requisite
EDD should be done.

iv. The KYC profile information will also include the observations of the concerned officer of Head
Office or branch/es regarding business premises (whether rented or owned), type of customer’s
business, method of transaction preferred by the customer (whether in cheque or cash). The

concerned officer will record those observations and put signature on the KYC form.

v. The KYC profile leads to risk classification of the accounts as high/low risk.
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Figure: KYC Flowchart

5.3 Risk categorization on the basis of KYC

While opening accounts, the concerned officer must assess the inherent risks that the accounts
might carry relating to “Money Laundering”, and must classify the accounts as either ‘High Risk’ or
‘Low Risk’. The risk assessment may be made using the Risk Grading Matrix given at “Annexure-C”
by which risk shall be categorized using numeric scale to denote risks.

5.4  Components of KYC

KYC should be the core feature of IIDFC’s risk management and control procedure and be
complemented by regular compliance reviews and audit.

Essential elements should start from the risk management and control procedures and should include:
a. customer acceptance policy;
b. customer identification;
c. ongoing monitoring of high risk accounts; and
d. identification of suspicious transactions.

5.5 Customer acceptance policy

Selection of customer is an important factor for Banks and NBFls. IIDFC takes into consideration of all
the relevant factors in case of opening/operating customer’s accounts such as customer’s background,
business/personal activities, business risks, credit worthiness, political influence, social status, other
basic information and other risk factors.

On the other hand, to prevent of ML/TF risks KYC, CDD, EDD, KYE are the important tools. Lack of
precaution in the above mentioned factors might result in serious customer and counterparty risks,
especially reputation, operational, legal and compliance risks. Collection of sufficient information
about the customer is the most effective defense for combating ML/TF activities. As per Money
Laundering Prevention (Amendment) Act, 2015 each Fl is required to keep satisfactory record of the
customers. On the other hand, each Fl is also required to make necessary arrangement to prevent
transactions related to crimes as described in Anti-Terrorism (Amendment) Act, 2013. It also requires
identifying, under these laws, suspicious transactions/activity with due care and diligence. Pursuant to
the above legal bindings, Guidance Notes issued by Bangladesh Financial Intelligence Unit (BFIU) on
AML/CFT and Global standards, IIDFC has developed a Customer Acceptance Policy as stated at
“Annexure-D”.
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5.6 Monitoring of high risk accounts and identification of suspicious transactions

High value single transaction conducted in a single DD, PO, TT and Electronic Transfer by any person
or institution involved in a financial transaction may pose reputational and other risks to IIDFC. In this
case if a transaction appears abnormal in relation to the usual transaction of the concerned person or
institution that transaction will be treated as high value and suspicious transaction.

5.7 What does customer mean

As per Section — 2(j) of Money Laundering Prevention (Amendment) Act, 201 5:
"Customer" means any person or persons or entity or entities that may be defined by Bangladesh
Financial Intelligence Unit from time to time.

For the purpose of KYC procedure a "Customer" means as per Master Circular#12, dated June 29,
2015:

i. any person or institution maintaining an account of any type with IIDFC;
ii. the person or institution as true beneficial owner in whose favor the account is operated; and
iii. the trustee, intermediary or true beneficial owner of the transaction of the accounts operated
by the trust and professional intermediaries (such as lawyer/law firm, chartered accountant,
etc.) under the existing legal infrastructure.

5.8 What constitutes a customer’sadentity

Identity generally means a set of attributes which uniquely defines a natural or legal person. There
are two main constituents of a person’s identity out of a range of legal persons (an individual,
corporate body, partnership, etc.). For the purposes of this guidance, the two constituents are:

i. the physical identity (e.g. birth certificate, TIN/VAT registration, passport/NID, driving license
etc.); and
ii. the activity undertaken.

Confirmation of a person’s address is also useful in determining whether a customer is resident in a
high-risk country. Information of both residential and nationality status of a customer are also
necessary tools of identity. It needs to confirm and update information about identity, such as changes
of address, and the extent of additional KYC information to be collected over time will differ from
sector to sector and between institutions within any sector.

5.9 KYC for individual customers

IIDFC shall obtain the following information while opening accounts or establishing other relationships
with individual customers:

i. correct name and/or names used;
ii. parent’s names;
iii. date of birth;
iv. current and permanent address;
v. details of occupation/employment and sources of wealth or income; and
vi. contact information, such as — mobile /telephone number etc.

5.10  The following points should always bear in mind by responsible officer

The following points should always be borne in mind by a responsible officer while opening an
account or making financial transaction with any prospective customer:

i. IIDFC shall not allow any non-face to face contact;

\j’ Guidelines on Prevention of Money Laundering and Combating Terrorist Financing 21 | Page
IIDFC



Industrial and Infrastructure Development Finance Company (IIDFC) Limited

ii. particular care should be taken in accepting documents/identities which are easily be made
false or duplicate;

iii. in respect of joint accounts where the surname and/or address of the account holders differ,

iv. the name and address of all account holders should be verified;

v. any subsequent change of the customer’s name, address, or employment details of which the
IIDFC becomes aware should be recorded as part of the KYC process for review customer’s
profile;

vi. all documents collected for establishing relationship must be filled in with supporting evidences;

vii. details of the introducer should be recorded on the customer's file. However, personal
introductions without full verification should not become the norm, and directors/senior
managers must not require or request staff to breach account opening procedures as a favor to
an applicant;

viii. in the case of socially or financially disadvantaged people such as the elderly, the disabled,
students and minors, the identity of these persons can be verified from an original or certified
copy of alternative document, preferably one with a photograph. Certificate or confirmation
from lawyer, accountant, director or manager of a regulatory or regulated institution, a notary
public, a member of the judiciary or a senior civil servant may be acceptable to IIDFC in this
behalf. The Certifier must sign on the copied document and clearly indicate his position or
capacity on it with a contact address and phone number;

ix. the normal identification procedures set out above should be followed. Moreover, in case of
minor parents/legal guardians KYC procedure must be followed;

x. documents of identity which do not bear photographs or signatures are not acceptable. More
importantly, checking of authenticity of the documents is a must;

xi. to verify the customer’s permanent and present address passport/NID and recent utility bill’s
copy can be checked; and last but not least;

xii. the original copy of (i) current valid passport; (ii) valid driving license; (iii) NID; (iv) employer
provided ID card, bearing the photograph and signature of the applicant should be used to
verify identify the customer and certified copies of the same should be procured and
preserved for record.

5.11  KYC for corporate and other entities

The principal requirement for the corporate bodies is to verify its legal existence and find out
person behind the entity to identify who are controlling business and the company’s assets, with
particular attention being paid to any shareholders or others who exercise a significant influence
over the day to day affairs of the company. Enquiries should be made to confirm that the
company exists for a legitimate trading or economic purpose.

The following documents should be obtained from companies;

i. certificate of incorporation or duly certified by RJSC, address of the registered office, and
place of business;

ii. certified copy of Memorandum and Articles of Association, or by-laws of the customer;

iii. copy of the board resolution to open account/maintain relationship with delegation of
authority /ies to operate accounts;

iv. explanation of the nature of the applicant's business, the source of funds, and a copy of the last
available financial statements, where applicable;

v. satisfactory evidence of the identity of each of the principal beneficial owners being any
person holding 20.00% interest or more or with principal control over the company’s assets and
any person/s on whose instructions the signatories on the account are to act or may act where
such persons are not full time employees, officers or directors of the company;

vi. satisfactory evidence of the identity of the account signatories, details of their relationship with
the company and if they are not employees an explanation of the relationship. Subsequent
changes to signatories must be verified;
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vii. copies of the Schedule X and Form XII; and
viii. any other relevant documents require establishing relationship /financial transaction.

Where the business relationship is being opened in a different name from that of the applicant, the
institution should also satisfy itself that the reason for using the second name makes sense.

The following persons (i.e. individuals or legal entities) must also be identified for the above case:

i. all of the directors who will be responsible for operation of the account;
ii. all the authorized signatories for the account/transaction;
iii. all the holders of powers of attorney to operate the account/transaction;
iv. the beneficial owner(s) of the company, where applicable; etc.

Where the institution already knows their identities and identification records comply with the
requirements of these notes, there is no need to verify identity again. When authorized signatories
change, identities of all current signatories should be taken for verification.

5.12 KT for corporate registered abroad

Particular care should be exercised when establishing business relationships with companies
incorporated or registered abroad, or companies with no direct business link to Bangladesh. Such
companies may be attempting to use geographic or legal complication to interpose a layer of
opacity between the source of funds and their final destination. In such circumstances, institutions
should carry out effective checks on the source of funds and the nature of the activity to be
undertaken during the proposed business relationship. This is particularly important if the corporate
body is registered or has known links to countries without anti-money laundering legislation and
procedures equivalent to Bangladesh.

5.13 KT for partnerships and other entities

In the case of partnerships and businesses of other entities whose partners/directors are not known to
IIDFC, the identity of all the partners or equivalent should be verified in line with the requirements for
individual customers. Where a formal partnership agreement exists, a resolution from the partnership
authorizing the opening of an account and conferring authority on those who will operate it should be
obtained.

5.14  Powers of attorney/mandates to operate accounts

Confirm the identities of holder of power of attorney/mandate or the guarantor of any customer’s
account and must be supported with the resolution or valid deed, as the case may be. The records of
all transactions undertaken in accordance with a power of attorney/mandate should be done with
due care and record should be kept safely.

5.15  Transaction monitoring process

The nature of this monitoring will depend on the nature of customer’s business. The purpose of
monitoring of customer’s business is to identify any significant changes or inconsistencies in the pattern
of transactions.

Possible areas to monitor could be:

i. transaction type;
ii. frequency of transaction;
iii. unusual large transaction;
iv. geographical origin/destination of transaction;
v. changes in authorized signatories;
vi. borrower settling “problem” loans by large amounts of cash suddenly with no reasonable
explanation of funds/source; etc.
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5.16  What to do if customer due diligence (CDD) will not possible

In case where CDD cannot be done due to non-cooperation by the customer and/or if the information
provided is found uncertain/suspicious after assessment, IIDFC may take the following actions:

i. IIDFC shall not open account of such customer or may close existing account, if appropriate;
and

ii. before closure of such accounts, approval from top management is necessary and the account
holder shall be informed via notice detailing the reason behind such closure of account.

STR/SAR may be proceeded to Bangladesh Financial Intelligence Unit (BFIU) when there is a
reasonable ground to do so.

A standard KYC format has been attached at ‘““Annexure-E” with the guidelines which have been
prepared on the basis of template provided by BFIU towards introduction of Uniform Account Opening
Form for Fls.

5.17  @olitically exposed persons (PEPs) and influential persons (IPs)
5.17.1 Who are PEPs

As per Master Circular # 12, dated June 29, 2015 issued by Bangladesh Financial Intelligence Unit
(BFIU) PEPs means: Individuals who are or have been entrusted with prominent public functions by a
foreign country- i.e. (i) heads of state or of government (ii) senior politicians (iii) senior government
(iv) judicial or military officials (v) senior executives of state owned corporations and (vi) important
political party officials.

5.17.2 Who are IPs

As per Master Circular # 12, dated June 29, 2015 issued by Bangladesh Financial Intelligence Unit
(BFIU) IPs means: Individuals who are or have been entrusted domestically with prominent public
functions - i.e. (i) heads of state or of government (ii) senior politicians (iii) senior government officials
(iv) judicial or military officials (v) senior executives of state owned corporations and (vi) important
political party officials.

5.18  Enhance due diligence (EDD) in case of PEPs, IPs and other relevant customers
5.18.1 Responsibilitiesanaasemfdpolitically exposed personsdPEPs)":

While opening and/or operating account of Politically Exposed Persons (PEPs), enhanced due
diligence shall have to be exercised. Following instructions shall have to be followed to ensure
Enhanced Due Diligence (EDD):

i. take reasonable measures to establish the source of wealth and source of funds;
ii. ongoing monitoring of the transactions has to be conducted; and
iii. the Account Opening Officer should observe all formalities as detailed in Foreign Exchange
Regulation Act-1947 (as amended in 2015) while opening accounts of non-residents.

In case where assessed risk is low simple CDD will be sufficient; but in case of high risk EDD shall have
to apply in relationship to the PEPs. Bangladesh Financial Intelligence Unit (BFIU) through Master
Circular#12, dated June 29, 2015 clearly instructed to do EDD in case of PEPs.

All instructions as detailed for PEPs shall equally apply if business relationship is established with the
family members and close associates of these persons who may pose reputational risk to IIDFC.
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The following instructions shall have to be followed to ensure Enhanced Due Diligence, while
opening and operating the account of Politically Exposed Persons (PEPs):

i. a risk management system shall have to be introduced to identify risks associated with the
opening and operating accounts of PEPs;
ii. obtain senior management approval for establishing business relationships with such customers;
iii. take reasonable measures to establish the source of wealth and source of funds;
iv. ongoing monitoring of the transactions have to be conducted; and
v. |IDFC should observe all formalities as detailed in Foreign Exchange Regulation Act-1947 while
opening accounts of non-residents, if any.

The above instructions shall also be applicable to customers or beneficial owners who become PEPs
after business relationship have been established.

Apart from that, while establishing and maintaining business relationship and conducting transaction
with a person (including legal representative, financial institution or any other institution) of the
countries and territories that do not meet international standard in combating money laundering (such
as the countries and territories enlisted in Financial Action Task Force’s Non-cooperating Countries
and Territories List) enhanced due diligence shall have to be ensured.

5.18.2  Responsibilitiesanaasewfd influential persons (1Ps)":

IIDFC should identify the true underlying beneficiaries against the account and/or customer. While
opening and/or operating or maintaining financial relationship with such persons, concerned
employee should follow the instructions as cited from point ‘i’ to ‘iv’at para 5.18.1

Instructions appropriate for Influential persons shall also be applicable for close associates.

No middle ranking or junior individuals shall be deemed as “Influential Person” as quoted in this
paragraph.

5.18.3  Responsibilities in case of head of any international organization or high level officers:

IIDFC have to identify whether the account and/or customer is truly benefiting the head of any
international organization or any high level officers.

If establishing and maintaining banking relationship with such personnel is deem risky, IIDFC have to
follow the instructions as cited from point ‘i’ to ‘iv’ at para 5.18.1 and instructions as at ‘v’ should
also be followed in appropriate cases. Instructions appropriate for head of any international
organization or any high level officers shall also be applicable for his/her close associates.

“Head of International Organization or High Level Officers” shall mean persons who are or have
been entrusted with a prominent function by an international organization and shall include
members of senior management, i.e. directors, deputy directors and members of the board or
equivalent functions.

Instructions as appropriate for “Head of International Organization or High Level Officers” are also
applicable for their close associates.

No middle ranking or junior individuals shall be deemed as “Head of International Organization or
High Level Officers” as quoted in this paragraph.
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5.19  Ongoing monitoring of accounts and transactions

Effective internal control system may reduce the risk if relationship managers have an understanding
of normal and reasonable account activity of their customers so that they have a means of
identifying transactions which fall outside the regular pattern of an account’s activity. Without such
knowledge, they are likely to fail in their duty to report suspicious transactions to the appropriate
authorities in cases where they are required to do so. The extent of the monitoring needs to be risk-
sensitive. For all accounts, we have to ensure proper systems in place to detect unusual or suspicious
patterns of activity. Particular attention should be paid to transactions that exceed these limits.
Certain types of transactions should alert management to the possibility that the customer is
conducting unusual or suspicious activities. They may include transactions that do not appear to make
economic or commercial sense, or that involve large amounts of cash deposits that are not consistent
with the normal and expected transactions of the customer. Very high account turnover, inconsistent
with the size of the balance, may indicate that funds are being “washed” through the account.

There should be intensified monitoring for higher risk accounts. IIDFC should set key indicators for
such accounts, taking note of the background of the customer, such as the country of origin and
source of funds, the type of transactions involved, and other risk factors.

To ensure that records remain up-to-date and relevant, there is a need for IIDFC to undertake
regular reviews of existing records. An appropriate time to do so is when a transaction of
significance takes place, when customer documentation standards change substantially, or when
there is a material change in the way that the account is operated.

However, if IIDFC becomes aware at any time that it lacks sufficient information about an existing
customer, it should take steps to ensure that all relevant information is obtained as quickly as
possible.

IIDFC has developed clear standards on what records must be kept for customer identification and
individual transactions and their retention period. As the starting point and natural follow-up of the
identification process, IIDFC should obtain customer identification papers and retain copies of them
for at least 5(five) years after an account is closed.
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Chapter 6: Know your employee (KYE)

Know Your Employee (KYE) program means the process to understand an employee’s background,
conflicts of interest and susceptibility to money laundering complicity. For appropriate management of
KYE policies, procedures, internal controls, job description, code of conduct/ethics, levels of authority,
compliance with personnel laws and regulations, accountability, dual control and other deterrents
should be firmly in place.

HR department is to ensure the compliance of proper KYE procedure, background screening of
prospective and current employees including criminal history. Only obtaining the related documents is
not enough to ensure this compliance; authenticity of the documents must be ensured at the time of
appointment of the employee(s).

A standard KYE format has been attached herewith at ““Annexure-F”. The data provided by each
employee in KYE form shall be reviewed at least once in a year.
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Chapter 7: Compliance requirement of IIDFC against ML/TF

The compliance requirements of Fls have been specified in Master Circular #12, dated: June 29, 2015
by Bangladesh Financial Intelligence Unit (BFIU). In this regard, Money Laundering Prevention
(Amendment) Act, 2015 and Anti-Terrorism (Amendment) Act, 2013 and to be amended from time to
time should also to be followed meticulously. The compliance requirement shall be documented and
communicated to all levels of the employees of IIDFC to develop awareness against ML/TF and to
prevent ML and combat TF. As part of its AML/CFT policy, CCU with assistance of the top management
shall communicate clearly to all employees on annual basis through a statement from the Managing
Director stating IIDFC’s position against ML/TF and criminal activities.

A. Domestic requirement
7.1 Compliance requirement under domestic law

According to section 25(1) of Money Laundering Prevention (Amendment) Act, 2015 the responsibilities
and other obligations prescribed by law of IIDFC in prevention of money laundering are:-

a) to maintain complete and correct information with regard to the identity of its customers during
the operation of their accounts;

b) if any account of a customer is closed, to preserve account and previous records of transactions
of such account for at least 5(five) years from the date of such closure;

c) to provide with the information maintained under clauses (a) and (b) to Bangladesh Financial
Intelligence Unit (BFIU) from time to time, on its demand;

d) if there be any doubtful transaction or attempt of such transaction as defined under clause (n) of
section 2 of Money Laundering Prevention (Amendment) Act, 2015 the matter shall be reported
as “suspicious transaction report” to the BFIU immediately.

7.2 Board approved guidelines for preventing ML and combating TF

In pursuance of section 16(2) of Anti-Terrorism (Amendment) Act, 2013, and Bangladesh Financial
Intelligence Unit (BFIU)’s master circular#12, dated: June 29, 2015, all FIs must have their own policy
manual duly approved by their Board of Directors/topmost committee to prevent ML and combat TF.
This policy manual must be in conformity with international standard and laws and regulations in force in
Bangladesh and circulars issued by BFIU from time to time. The guidelines shall be circulated among all
the concerned employees for information and necessary action to prevent ML and combat TF. Fls shall
from time to time review and confirm meticulous compliance of the circulars issued by BFIU or
Government through official gazette.

7.3 Appointment of CAMLCO, DCAMLCO and BAMLCO

To implement the policy manual and compliance of instructions of Bangladesh Financial Intelligence Unit
(BFIU), IDFC should:

i. designate one high level officer as Chief Anti-Money Laundering Compliance Officer (CAMLCO)
and a senior level officer as DCAMLCO in the Central Compliance Unit (CCU); and

ii. designate one officer as Branch Anti-Money Laundering Compliance Officer (BAMLCO) at
branch level.

7.4 Customer identification

IIDFC should mandatorily collect complete information and identification of customers and verify their
correctness to keep themselves free from ML/TF risks. As per BFIU master circular#12/2015, a customer
is defined as:
i. any person or institution maintaining an account of any type with a Fls or having business
relationship with Fls;
ii. the person or institution as true beneficial owner in whose favor the account is operated;
iii.  the trustee, intermediary or true beneficial owner of the transaction of the accounts operated by
the trust and professional intermediaries (such as lawyer/law firm, chartered accountant, etc.)
under the existing legal infrastructure;
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7.5 Other measures
The following measures also to be taken under compliance requirement against ML/TF:

a) how to conduct CDD/EDD at different stages like- while establishing relationship with the
customer or conducting financial transaction with the existing customer;

b) to be sure about the customer’s identity through collection of adequate information towards
satisfaction of the concerned employee i.e. doing CDD;

c) to be satisfied while operating any account by a person on behalf of the customer that the
person has due authorization to operate the account and in this case correct and complete
information of the person must be collected before opening/operating such account or
transaction;

d) legal status and accuracy of information of the accounts operator/s are shall be ascertained
while any account is to operate by trustee and professional intermediaries i.e. lawyers/law firm,
chartered accountants, etc.;

e) enhanced due diligence (EDD) shall have to be ensured with a person of the countries and
territories that do not meet international standard in preventing ML/TF i.e. countries and
territories listed as high risk country in FATF's public statements while establishing and
maintaining business relationship and conducting financial transaction;

f) in case of beneficial owner (i.e. the customer has controlling share of a company or/and holds
20.00% or more shares of a company) of an account, IIDFC shall have to collect and ensure:

i. complete and correct information of identity of the persons besides the customer;
ii.  controller or the owner of the customer; and
iii. complete and correct information of identity of the beneficial owners shall have to be
collected and preserved.

7.6 What to do in case of PEPs and IPs while opening and/or operating account
While opening and/or operating account or at the time of financial transaction of PEPs/IPs, EDD shalll

have to be exercised. Following instructions shall have to be followed to ensure EDD:

i.  IIDFC shall identify risks associated for opening and operating such accounts of PEPs/IPs;
ii. take reasonable measures to ensure source of wealth and source of funds;
iii.  ongoing transactions monitoring process shall have to be done by the concerned officer; and

iv.  all formalities shall have to be complied as per Foreign Exchange Regulation Act-1947 (as
amended in 2015) while opening and operating accounts of non-resident PEPs/IPs;
v.  KYC shall be reviewed on a regular interval basis or at least once in a year etc.

All instructions as detailed for PEPs/IPs shall be equally applicable if business relationship is established
with family members and close associates of these persons who may pose reputational risk to [IDFC. The
above instructions shall also be applicable to customers or beneficial owners who become PEPs/IPs after
business relationship have been established.

7.7 Appointment and training

7.7.1  Employee screening

To prevent ML and combat TF, IIDFC shall have to undertake proper screening mechanism in
appointment procedures so that ML/TF risks could be avoided.

7.7.2  Employee training

To ensure proper compliance of ML/TF activities of IIDFC shall arrange suitable in-house or outdoor
training of officials on preventing of ML and combating TF.
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7.8  Awareness of customers regarding ML/TF

At the time of opening or operating an account and/or doing KYC, concerned officer shall explain to
the customers the reasons and/or grounds for asking documents or identities. The concerned officer shall
also respond to the customer’s query, if any. The Management of IIFDC may distribute leaflets among
customers to make them aware of ML/TF and also arrange to stick posters in visible place at Head
Office or every branch.

IIDFC also requires to display trailer, documentary etc. in public or other media to make awareness
under Corporate Social Responsibility with due approval of the competent authority.

7.9 Suspicious transaction report (STR)/suspicious activity report (SAR)

According to the provision of section 25(1)(d) of Money Laundering Prevention (Amendment) Act, 2015
and section 2(16) of Anti-Terrorism (Amendment) Act, 2013, IIDFC requires to submit report proactively
and immediately to Bangladesh Financial Intelligence Unit (BFIU) on suspicious, unusual or doubtful
transactions/activity report relating to ML/TF. (More details are in Chapter-10).

7.10  Cash transaction report (CTR)

According to the provision of section 23 of Money Laundering Prevention (Amendment) Act, 2015 and
section 15 of Anti-Terrorism (Amendment) Act, 2013 and on the basis of BFIU Master Circular#12,
dated June 29, 2015, IIDFC requires to submit CTR to Bangladesh Financial Intelligence Unit (BFIU) on
monthly basis on or before 21+t of the next month using goAML software on doubtful cash transactions, if
any, relating to ML/TF. (More details are in Chapter-11).

7.11  Procedure of self-assessment report (SAR)

This policy requires that appropriate and timely self-assessments, tests, audits and evaluations shall be
conducted to ensure that the IIDFC is in compliance with the regulations. Each and every branch shall
assess their performance through self-assessment report on half yearly basis according to Master
Circular # 12 dated: June 29, 2015 of the Bangladesh Financial Intelligence Unit (BFIU). This procedure
enables management to identify areas of risk or to assess the need for additional control mechanisms.
The SAR should conclude with a report documenting the work performed, how it has been
controlled /supervised and the resulting findings, conclusions and recommendations. The SAR should
advise management whether the internal procedures and statutory obligations of IIDFC have been
properly discharged. Each branch will assess its AML/CFT activities covering the following areas on half
yearly basis and submit the report to CCU and ICC within next 15 (fifteen) days of each half year end:

i. the percentage of officers/employees that received official training on AML/CFT;
ii. the awareness of the officers/employees about the internal AML/CFT policies, procedures and
programs, and BFIU’s instructions, circulars and guidelines;
iii. the arrangement of AML/CFT related meeting on regular interval;
iv.  the effectiveness of the customer identification during opening an individual, corporate and other

account;
v.  the risk categorization of customers by the branch;
vi.  regular update of customer profile upon reassessment;
vii.  the monitoring of customers’ transactions;
viii.  identification of Suspicious Transaction Reports/Suspicious Activity Report (STRs/SARs);
ix.  the maintenance of a separate file containing MLPA, circulars, training records, reports and other
ML related documents and distribution of those among all employees;
x.  the measures taken by the branch during opening of account of PEPs/IPs;

xi.  consideration of UNSCR 1267 and 1373 while conducting any business; and
xii.  the compliance with AML/CFT weaknesses/irregularities, as the CCU/ICC of Head Office and
BFIU’s inspection report mentioned.
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A standard SAR format has been attached at “Annexure-G™ of this guidelines as prescribed in Master
Circular #12/2015 of the BFIU.

7.12  Independent testing procedures (ITP)

As per Master Circular # 12 dated: June 29, 2015 of the Bangladesh Financial Intelligence Unit (BFIU)
testing on Prevention of Money Laundering is to be conducted on the branches by the internal audit
personnel of ICC department and by an outside party such as the institution's external auditors. While
conducting the same, they should also look into whether the directives of BFIU issued from time to time in
this respect are followed meticulously by the branches.

Mentionable that compliance of AML is the responsibility of each employee of IIDFC. Therefore, all
guidelines related to AML be updated as and when required and circulated to ensure that all
employees are aware of the Money Laundering Prevention (Amendment) Act, 2015 and Anti-Terrorism
(Amendment) Act, 2013, BFIU’s instructions, internal guidelines and other policies and procedures.

The test will cover the following areas:

i.  activities of branch compliance unit/BAMLCO ;
ii. knowledge of officers/employees on AML/CFT issues;
iii.  customer Identification (KYC) process;
iv.  process and action to identify STRs/SARs/CTRs;
v.  regular submission of reports to CCU;
vi.  proper record keeping; and
vii.  overall AML/CFT related activities by the branch.

The tests include interviews with employees handling transactions and interviews with their supervisors to
determine their knowledge and compliance with Company’s AML/CFT procedures like:

i.  sampling of large transactions followed by a review of transaction record retention forms and
suspicious transaction referral forms;
ii.  test of the validity and reasonableness of any exemption granted by the financial institution; and
iii.  test of the record keeping system according to the provisions of the laws. Any deficiencies should
be identified and reported to senior management together with a request for a response
indicating corrective action taken or to be taken and a deadline.

A standard ITP format has been attached at “Annexure-H” of this guidelines as prescribed in Master
Circular #12/2015 of the BFIU.

7.13  Overall assessment report

In compliance with the Master Circular # 12, dated: June 29, 2016 of Bangladesh Financial Intelligence
Unit (BFIU), the Central Compliance Unit of IIDFC requires to prepare an Overall Assessment Report on
half yearly basis towards submission to the BFIU stating direction/recommendation, if any, of the Board
or Top Management Committee.

@l Guidelines on Prevention of Money Laundering and Combating Terrorist Financing 31| Page
IIDFC



Industrial and Infrastructure Development Finance Company (IIDFC) Limited

Chapter 8: Compliance program of IIDFC against ML/TF

IIDFC considering the prevailing laws and regulations; and Bangladesh Financial Intelligence Unit (BFIU)’s
Circulars should establish and maintain an effective AML/CFT program which should include the
followings:

i.  development of internal policies, procedures and controls mechanism;
ii. appointment of an AML/CFT compliance officer;
iii.  ongoing employee training programs; and
iv.  independent audit functions including internal and external audit functions to test AML/CFT
programs.

The compliance policies should be documented, approved by the Board of Directors and communicated
to all levels of the organization.

8.1 Formation of central compliance unit (CCU)

As per Bangladesh Financial Intelligence Unit (BFIU) instructions, the CCU will be headed by a senior
level employee whose position cannot be lower than the third rank in seniority of organizational
hierarchy and a minimum of 7(seven) years of working experience, with a minimum of 3(three) years at
the managerial level /administrative level. The CAMLCO of the Company will be the Head of the CCU.
S/he will be assisted by DCAMLCO & three other designated officers among which two will be from
business department and another from any suitable department but none from the ICC department. The
organogram of CCU is shown below:

Regulatory body — Board of Directors Bgard Audit
ommittee
Managing Director '

~ External Auditors ~ ICC Department

Deputy CAMLCO

Compliance Officer-1 ~ BAMLCO

Compliance Officer-2

Compliance Officer-3

Figure: Formation of Central Compliance Unit

The designated CAMLCO/Head of CCU should be a central point of contact for communicating with the
regulatory and/or investigation agencies regarding issues related to Company’s AML/CFT program.

CCU will issue the instructions to be followed by the branches; these instructions will be prepared on the
basis of combination of issues in monitoring of transactions, internal control, policies and procedures from
the point of view of preventing money laundering & combating terrorist financing.
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8.2

The responsibilities

Responsibilities of the officials of IIDFC

of the officials various departments are presented below on tabular form for easy

understanding of and smooth implementation by the concerned employee/s:

Responsible

Depts. or Responsibilities
Officials
Officer in a. To interview the potential customer;
charge who is b. verify customer profile;
responsible for | O arrive at threshold limit for each account (new as well as existing) and to
T e exercise due diligence in identifying suspicious transactions/activities;

. d. to restrict opening of accounts in the name of terrorist/banned organizations;
accounts/making e. to adhere with the provisions of Money Laundering Prevention (Amendment) Act,
transaction 2015; and

f. to comply with the guidelines issued by Bangladesh Financial Intelligence Unit

(BFIU) and by the company from time to time in respect of opening and conducting

Chief Risk Officer

To assess the ML risk involves in operating activities of the Company and to
evaluate adequacy and effectiveness of the control mechanism set for safeguarding
the company’s risks.

Head of
Operations

a. To scrutinize and ensure that the information furnished in the account opening
form/customer profile/threshold limit are in strict compliance with AML/CFT
Guidelines before authorizing opening of account; and

b. to certify regarding compliance with AML/CFT Guidelines and report suspicious

transactions to CAMLCO /Managing Director.

Internal Auditor

To verify and record his comments on the effectiveness of measures taken by the
concerned officials and the level of implementation AML/CFT Guidelines.

CAMLCO

To implement and enforce Company’s AML policies;
to ensure sending STR/SAR/CTR to Bangladesh Financial Intelligence Unit (BFIU);
to inform DCAMLCO/BAMLCO required actions, if any, to be taken.

DCAMLCO

To assist CAMLCO to implement and enforce Company’s AML policies;

send STR/SAR/CTR to Bangladesh Financial Intelligence Unit (BFIU) through CCU;
ensuring flow of information to BAMLCO towards reporting to CAMLCO and
CCU; and

foo|P oo

BAMLCO

ongoing monitoring of customer’s KYC profile/CDD/EDD and transaction activities;
report STR/SAR/CTR through branch manager to CAMLCO and CCU;

provide AML training to branch employees;

communicate and update to all employees in case of any changes in national or|
Company’s own policies;
organize a meeting with all executives/officers at least once after each quarter
end as per Master Circular#12/2015 of Bangladesh Financial Intelligence Unit
(BFIU); and
submit Self Assessment Report and applicable returns to CAMLCO/CCU/ICC, as

S

f.

Branch Manager

ensure that the AML program is effective within the Branch;
overall responsibility to ensure that the Branch has an effective AML program in
place and that it is working effectively.

a
b.

Top Management

Prompt reporting of information regarding suspicious transactions to concerned law
enforcing authority in consultation with the competent authority /ies.

Managing Overall responsibility to ensure that [IDFC has AML program in place and that it is
Director working effectively.
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8.3 The responsibilities of CCU members

To ensure compliance of the Money Laundering Prevention (Amendment) Act, 2015 and Anti-Terrorism
(Amendment) Act, 2013, IIDFC requires to establish a Central Compliance Unit (CCU) to arrange internal
monitoring and control under the leadership of a high official at the Head Office whose seniority shall
not be less than third from the official hierarchy. CCU will issue the instructions to be followed by each
concerned officer of Head Office as well as branch/es; these instructions will be prepared on the basis
of combination of issues in monitoring of transactions, internal control, policies and procedures from the
point of view of preventing ML and combating TF. CCU shall be dedicated solely to perform the
compliance functions. The responsibilities of a CCU shall include:

i. preparing an overall assessment report after evaluating the self-assessment reports received
from the branches and submitting it with comments and/or recommendations to the Managing
Director;

ii. preparing an assessment report on the basis of the submitted checklist of inspected branches by
ICC department; and

iii.  submitting a half-yearly overall assessment report to BFIU within 60 (sixty) days after end of
each half year as per Bangladesh Financial Intelligence Unit (BFIU) Master Circular # 12/2015.

8.4  Appointment of chief AML/CFT compliance officer (CAMLCO)

IIDFC requires to designate a Chief AML/CFT Compliance Officer (CAMLCO) at its Head Office who
has sufficient authority to implement and enforce corporate-wide AML/CFT policies, procedures and
measures. The CAMLCO will directly report to the Managing Director for his/her responsibility. The
CAMLCO will also be responsible to coordinate and monitor day to day compliance with applicable
AML/CFT related laws, rules and regulations as well as with its internal policies, practices, procedures
and controls.

The CAMLCO will be the head of CCU and s/he will be the central point of contact for communicating
with the regulatory and/or investigation agencies regarding issues related to Company’s AML/CFT
program. The position of the CAMLCO cannot be lower than the third rank in seniority of organizational
hierarchy. The CAMLCO should have a minimum of 7(seven) years of working experience, with a
minimum of 3(three) years at a managerial /administrative level.

8.5 Responsibilities of CAMLCO
The major responsibilities of CAMLCO are as follows:

i. to monitor, review and coordinate application and enforcement of AML/CFT policy. This will
include-an AML/CFT risk assessment, practices, procedures and controls for account opening, KYC
procedures and ongoing account/transaction monitoring for detecting suspicious transaction or
activities, and a written AML/CFT training plan;

ii. to monitor changes of laws/regulations and directives of Bangladesh Financial Intelligence Unit
(BFIU) and revise its internal policies accordingly;

iii. to respond to compliance questions and concerns of the staff and advise branches/units and
assist in providing solutions to potential issues involving compliance and risk;

iv. to ensure that Company’s AML/CFT policy is complete and up-to-date, to maintain ongoing
awareness of new and changing business activities and products;

v. to develop compliance knowledge of all staff, especially the compliance personnel and conduct
training courses in this regard;

vi.  to develop and maintain ongoing relationships with regulatory authorities, external and internal
auditors, regional /branch /unit heads and compliance resources to assist in early identification of
compliance issues;

vii.  to assist in review of control procedures in IIDFC to ensure legal and regulatory compliance and
in the development of adequate and sufficient testing procedures to prevent and detect
compliance lapses, if any;
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viii.

8.6

to monitor the business through self-testing for AML/CFT compliance and take any required

corrective action;

to manage the STR/SAR/CTR process by:

a. reviewing transactions referred by branch or unit compliance officers as suspicious through
CCU meeting;

b. reviewing the transaction monitoring reports (directly or together with account management
personnel);

c. ensuring STR/SAR/CTR as the case may be:

* are prepared when appropriate;

* are accompanied by documentation of the branch’s decision to retain or terminate the
account as required under its policy;

* are advised branch/es of IIDFC who are known to have a relationship with the customer;
and

* are reported to the Managing Director, and the Board of Directors when the suspicious
activity is judged to represent significant risk to the institution, including reputation risk.

d. ensuring that a documented plan of corrective action, appropriate for the seriousness of the
suspicious activity, be prepared and approved by the branch manager;

e. maintaining a review and follow up process to ensure that planned corrective action,
including possible termination of an account, be taken in a timely manner; and

f. managing the process for reporting suspicious activity to BFIU after appropriate internal
consultation.

Responsibilities of deputy CAMLCO

The major responsibilities of deputy CAMLCO are as follows:

i
ii.
jii.
iv.

8.7

assisting CAMLCO in implementing and enforcing institution’s AML/CFT policies;

send STR/SAR/CTR to Bangladesh Financial Intelligence Unit (BFIU) through CCU;
ensuring flow of information to BAMLCO towards reporting to CAMLCO and CCU; and
to assist CAMLCO to take other required actions, if any, to be taken.

Responsibilities of BAMLCO

IIDFC requires designating Branch Anti-money Laundering Compliance Officer (BAMLCO) at every
branch. BAMLCO will be the second man of a branch and have a minimum 3(three) year experience in
related field. The responsibilities of a BAMLCO are as follows:

i
ii.
iii.
iv.

vi.

8.8

ongoing monitoring of customer’s KYC profile/CDD/EDD and transaction activities;

report any STR/SAR/CTR through branch manager to CAMLCO and CCU;

provide AML training to branch employees;

communicate and update to all employee in case of any changes in national or Company’s own
policy;

organize a meeting with all executives/officers at least once after each quarter end as per
Master Circular#12/2015 of Bangladesh Financial Intelligence Unit (BFIU); and

submit Self Assessment Report and applicable returns to CAMLCO/CCU/ICC, as the case may
be, on timely manner.

Employee training and awareness program

As per FATF recommendation no.18, a formal AML/CFT compliance program should include an
ongoing employee training schedule. The importance of a successful training and awareness program
cannot be overstated. Employees in different business functions need to understand how the financial
institution‘s policy, procedures, and controls affect them in their day to day activities. As per the
Master Circular #12/2015, IIDFC shall have to arrange suitable training for officials to ensure
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proper compliance of AML/CFT activities. Following training procedures to be followed by the
Company for prevention of ML and combating TF:

8.8.1 Employee awareness

Employee must be aware of their own personal statutory obligations and that they will be personally
liable for failure to report information in accordance with internal procedures. All employees must be
trained to co-operate fully and to provide a prompt report of any STR/SAR/CTR.

8.8.2 Education and training programs

All relevant employees should be educated in the process of the KYC requirements to prevent ML and
& combating TF. The training in this respect should cover not only the need to know the true identity of
the customer but also, where a business relationship is being established, the need to know enough
about the type of business activities expected in relation to that customer at the outset to know what
might constitute suspicious activity at a future date. Concerned employees should be alert to any
change in the pattern of a customer’s transactions or circumstances that might constitute criminal
activity.

Generally all trainings could be divided in two types:

i. general training; and
ii. job specific training

General training

A general training program has to be organized on a yearly basis, which include the following:

i. general information on the risks of ML and TF schemes, methodologies, and typologies;
ii. legal framework, how AML/CFT related laws apply to IIDFC;
iii. policies and systems with regard to customer identification and verification, due diligence,
monitoring;
iv. how to react when faced with a suspicious customer or transaction;
v. how to respond to customers who want to avoid reporting requirements;
vi. stressing the importance of not tipping off customer information;
vii. STR/SAR/CTR requirements and processes; and
viii.  duties and accountabilities of employees.

Job Specific Training
a. New employee training

For a new employee the compliance policy statement must be signed-off at the beginning of the
joining and he/she must have an on the job training from the departmental head regarding the
importance of AML/CFT activities. The new employee must also go through the yearly training on
AML/CFT.

b.  Customer service/relationship managers
Employees of the investment departments who are to deal directly with the public are the first point

of contact with potential money launderers and terrorist financiers and their efforts are vital to the
organization's strategy to fight against ML and TF. They must be made aware of their legal
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responsibilities and the organization's reporting system for such transactions. Training should be
provided on factors that may give rise to suspicions and on the procedures to be adopted when a
transaction is deemed to be suspicious.

c. Operation department

Operation department employee who receives loan application forms and cheques for deposit into
Company’s account should receive training on the processing and verification procedures of
customer profile/CDD/EDD. In addition, they need to be trained on the organization's account
opening and customer verification procedures. Employee should be aware that the offer to deploy
suspicious funds or the request to undertake a suspicious transaction may need to be reported to
the CAMLCO (or alternatively a line supervisor).

d.  Credit officers

Training should reflect an understanding of the credit function. Judgments about collateral and
credit require awareness and vigilance toward possible laundering and funding terrorists. Indirect
lending programs and lease financing also call for KYC efforts and sensitivity to laundering risks.

e. Audit and compliance officer

Internal auditors are charged with overseeing, monitoring and testing ML/TF controls, and they
should be trained about changes in regulation, money laundering and terrorist financing methods
and enforcement, and their impact on the institution.

f. Senior management commitment and role of the Board of Directors

The most important element of a successful AML/CFT program is the commitment of senior
management, including the Managing Director and the Board of Directors. AML/CFT issues may be
communicated to the Board from time to time, if necessary. The message from top management and
the Board of Directors will be “Zero Tolerance” in case of AML and CFT.

g. AML/CFT compliance officer

The AML/CFT compliance officer should receive in depth training in all aspects of the AML/CFT
legislation, Bangladesh Financial Intelligence Unit (BFIU) directives, circulars, guidelines and internal
policies. In addition, the AML/CFT Compliance Officer will require extensive instructions on the
validation and reporting of STR/SAR/CTR and on the feedback arrangements, and on new trends
and patterns of criminal activities.

8.8.3 Independent audit function

Independent audit function is very important to ensure the effectiveness of AML/CFT program.
Auditors should act independently and report directly to the Board of Directors if there is any
breach of policy and procedures. Auditor’s responsibilities regarding compliances are as follows:

8.8.3.1 Internal audit

The responsibilities of internal auditors are:

* address on the adequacy of AML/CFT risk assessment;

* examine/attest the overall integrity and effectiveness of the management systems and
the control environment;

* examine the adequacy of Customer Due Diligence (CDD) policies, procedures and processes,
and whether they comply with internal requirements;

* perform appropriate transaction testing with particular emphasis on high risk operations
(products, service, customers, regulatory and geographic locations);

* assess the adequacy of the IIDFC processes for identifying and reporting STR/SAR/CTR;

\jiij Guidelines on Prevention of Money Laundering and Combating Terrorist Financing 37 | Page
IDFC



Industrial and Infrastructure Development Finance Company (IIDFC) Limited

* communicate the findings to the CCU/Managing Director and/or Board in a timely manner;

* track previously identified deficiencies and ensures that management corrects them;

* assess training adequacy, including its comprehensiveness, accuracy of materials, training
schedule and attendance tracking;

* employee accountability for ensuring AML/CFT compliance;

» effectiveness of training, in view of specific risks of individual business lines; etc.

8.8.3.2 External Auditors’

External auditor shall play an essential part in reviewing the adequacy of controls by communicating
their findings and recommendations to management via the annual management letter, which
accompanies the audit report. External auditors should focus their audit programs on risk factors and
conducts intensive reviews of higher risk areas where controls may be deficient. IIDFC may, if
requires, facilitate the external auditors in reviewing whether the ML policies have been complied or
not by the management.
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Chapter 9: Offence of money laundering and punishment

9.1  Offence

For the purpose of this Act money laundering shall be deemed to be an offence.
9.2 Punishment

According to section 25(2) of Money Laundering Prevention (Amendment) Act, 2015, if any reporting
organization violates the directions mentioned in sub-section (1) of section 25 of Money Laundering
Prevention (Amendment) Act, 2015, Bangladesh Financial Intelligence Unit (BFIU) or Regulating
avthority of reporting organization may-

a. impose a fine of at least Taka 50(fifty) thousand but not exceeding Taka 25(twenty five) lacs on
the reporting organization; and

b. in addition to the fine mentioned in clause (a), cancel the license or the authorization for carrying
out commercial activities of the said organization or any of its branches, service centers, booths or
agents, or as the case may be, shall inform the registration or licensing authority about the fact so
that the relevant authority may take appropriate measures against the organization.

In addition to the above mentioned provisions there are some provisions of penalties in section 23 of
Money Laundering Prevention (Amendment) Act, 2015. These are:

Under section 23(3): If any reporting organization fails to provide with the requested information timely
under this section, Bangladesh Financial Intelligence Unit (BFIU) may impose a fine on such organization
which may extend to a maximum of Taka 5(five) lacs at the rate of Taka 10(ten) thousand per day and
if any organization is fined more than 3(three) times in 1(one) financial year, BFIU may suspend the
registration or license of the organization or any of its branches, service centers, booths or agents for the
purpose of closing its operation within Bangladesh or, as the case may be, shall inform the registration
or licensing authority about the fact so that the relevant authority may take appropriate measures
against the organization.

Under section 23(4): If any reporting organization provides with false information or statement
requested under this section, Bangladesh Financial Intelligence Unit (BFIU) may impose a fine on such
organization not less than Taka 20(twenty) thousand but not exceeding Taka 5(five) lacs and if any
organization is fined more than 3(three) times in 1(one) financial year, BFIU may suspend the registration
or license of the organization or any of its branches, service centers, booths or agents for the purpose of
closing its operation within Bangladesh or, as the case may be, shall inform the registration or licensing
authority about the fact so that relevant authority may take appropriate measures against the said
organization.

Under section 23(5): If any reporting organization fails to comply with any instruction given by
Bangladesh Financial Intelligence Unit (BFIU) under this Act, BFIU may impose a fine on such organization
which may extend to a maximum of Taka 5 (five) lacs at the rate of Taka 10 (ten) thousand per day for
each of such non-compliance and if any organization is fined more than 3(three) times in 1(one) financial
year, BFIU may suspend the registration or license of the organization or any of its branches, service
centers, booths or agents for the purpose of closing its operation within Bangladesh or, as the case may
be, shall inform the registration or licensing authority about the fact so that the relevant authority may
take appropriate measures against the said organization.

Under section 23(6): If any reporting organization fails to comply with any order for freezing or
suspension of transaction issued by Bangladesh Financial Intelligence Unit (BFIU) under clause (c) of sub-
section 23(1) of Money Laundering Prevention (Amendment) Act, 2015, BFIU may impose a fine on such
organization not less than the balance held on that account but not more than twice of the balance held
at the time of issuing the order.
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Under section 23(7): If any person or entity or reporting organization fails to pay any fine imposed by
Bangladesh Financial Intelligence Unit (BFIU) under sections 23 and 25 of this Act, BFIU may recover the
fine from accounts maintained in the name of the relevant person, entity or reporting organization in any
bank or financial institution or BFIU, and in this regard if any amount of the fine remains unrealized, BFIU
may, if necessary, make an application before the court for recovery and the court may pass such order
as it deems fit.
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Under section 23(8): If any reporting organization is imposed fine under sub-sections 23 (3), (4), (5)
and (6), Bangladesh Financial Intelligence Unit (BFIU) may also impose a fine not less than Taka 10(ten)
thousand but not exceeding Taka 5(five) lacs on the responsible owner, directors, officers and staff or
persons employed on contractual basis of that reporting organization and, where necessary, may direct
the relevant organization to take necessary administrative action.

Under section 4: Offence of money laundering and punishment

(1) For the purposes of this Act, money laundering shall be deemed to be an offence.
(2) 3 e FieTsife Sty SceT 1 Afersiie SR ALLBE (581, FRITS! I TSI FHCeT fof S 8 (51K) I

G2 S 53 (FF) I ARG FRMCS YT 23031 U2 32 SfSfe S M 728 7fas e yeers
RPN I So (7¥) TF BIpT #E, IRl e, TS 78S 2303

O *1S AP (I, SIS FHF {IFS ATRAN FC4y S2es 2Afeiey T4 230 SmieTo SHfeifs srrces s
BT SSRie FRMCS TST FRHIRF A eni= FE0o 2R

(3) In addition to any fine or punishment, the court may pass an order to forfeit the property of the
convicted person in favor of the State which directly or indirectly involved in or related with

money laundering or any predicate offence.
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(5) It shall not be a prerequisite to charge or punish for money laundering to be convicted or
sentenced for any predicate offence.

Under section 5: Punishment for violation of an order for freezing or attachment

Any person who violates a freezing or attachment order issued under this Act shall be punished with
imprisonment for a term not exceeding 3(three) years or with a fine equivalent to the value of the
property subject to freeze or attachment, or with both.

Under section 6: Punishment for divulging information

(1) No person shall, with an ill motive, divulge any information relating to the investigation or any
other related information to any person, organization or news media.

(2) Any person, institution or agent empowered under this Act shall refrain from using or divulging
any information collected, received, retrieved or known by the person, institution or agent during
the course of employment or appointment, or after the expiry of any contract of service or
appointment for any purpose other than the purposes of this Act.

(3) Any person who contravenes the provisions of sub-sections (1) and (2) shall be punished with
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imprisonment for a term not exceeding 2(two) years or a fine not exceeding Taka 50(fifty)
thousand or with both.

Under section 7: Punishment for obstruction or non-cooperation in investigation, failure to submit
report or obstruction in the supply of information

(1) Any person who, under this Act-
(a) obstructs or declines to cooperate with any investigation officer for carrying out the
investigation; or
(b) declines to supply information or submit a report being requested without any
reasonable ground;
shall be deemed to have committed an offence under this Act.

(2) Any person who is convicted under sub-section (1) shall be punished with imprisonment for a term
not exceeding 1(one) year or with a fine not exceeding Taka 25(twenty five) thousand or with
both.

Under section 8: Punishment for providing false information

(1) No person shall knowingly provide false information in any manner regarding the source of fund
or self-identity or the identity of an account holder or the beneficiary or nominee of an account.

(2) Any person who violates the provision of sub-section (1) shall be punished with imprisonment for
a term not exceeding 3(three) years or a fine not exceeding Taka 50(fifty) thousand or with
both.

Under section 9: Investigation and trial of an offence
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Under section 27: Offences committed by an entity

If any offence under this Act is committed by an entity, every proprietor, director, manager, secretary or
any other officer, staff or representative of the said entity who is directly involved in the offence shall
be deemed to be guilty of the offence, unless he is able to prove that the offence has been committed
without his knowledge or he tried his best to prevent it.

Explanation: In this section “director” includes any member of the partnership entity or any of the Board
of Directors of the entity, by whatever name called.

Under section 28: Protection of actions taken in good faith

No suit or prosecution or administrative measures or any other legal proceedings shall lie against the
Government or any officer or staff of the Government or Bangladesh Financial Intelligence Unit (BFIU)
or any officer or staff of BFIU or the Investigating Agency or any officer or staff of the Agency or
any reporting organization or its Board of Directors or any of its officers or staff for anything which is
done in good faith under this Act or Rules made thereunder for which any person is or likely to be
affected.

}\ij Guidelines on Prevention of Money Laundering and Combating Terrorist Financing 41 | Page
IIDFC



Industrial and Infrastructure Development Finance Company (IIDFC) Limited

Chapter 10: Suspicious transaction/activity report (STR/SAR)

The final output of all compliance programs is reporting of suspicious transaction or reporting of
suspicious activity. Suspicious Transaction Report (STR) or Suspicious Activity Report (SAR) is an excellent
tool for mitigating or minimizing the risk for financial institutions. So it is necessary for the safety and
soundness of the institution.

According to the provision of section 25(1)(d) of Money Laundering Prevention (Amendment) Act, 2015
and 15(1)(a) of Anti-Terrorism (Amendment) Act, 2013 IIDFC should report to Bangladesh Financial
Intelligence Unit (BFIU) proactively and immediately, facts on suspicious, unusual or doubtful transactions
likely to be related to ML/TF; because BFIU has the power to call STR/SAR from Fls related to ML/TF.

10.1 General definition

Generally STR/SAR means a formatted report of suspicious transactions/activities where there are
reasonable grounds to suspect that funds are the proceeds of predicate offence or may be linked to
terrorist activity or the transactions do not seem to be usual one. Such report is to be submitted by
financial institutions to Bangladesh Financial Intelligence Unit (BFIU).

10.2  Legal definition

Under section (2)(z) of Money Laundering Prevention (Amendment) Act, 2015 “suspicious transaction”
means such transactions-

(a) which deviates from usual transactions;
(b) of which there is ground to suspect that,
(1)the property is the proceeds of an offence,
(2)it is financing to any terrorist activity, a terrorist group or an individual terrorist;
(c) which is, for the purposes of this Act, any other transaction or attempt of transaction delineated
in the instructions issued by Bangladesh Financial Intelligence Unit (BFIU) from time to time;

In Anti-Terrorism (Amendment) Act, 2013, STR/SAR refers to the transaction that relates to financing for
terrorism or terrorist individual or entities.

One important thing may be noted that IIDFC do not require to establish any proof of occurrence of a
predicate offence; it is a must to submit STR/SAR only on the basis of suspicion.

10.3 Obligations of such report

As per the Money Laundering Prevention (Amendment) Act, 2015, IIDFC is obligated to submit STR/SAR
to Bangladesh Financial Intelligence Unit (BFIU). Such obligation also prevails under Anti-Terrorism
(Amendment) Act, 2013. Other than the legislation, BFIU has also instructed the Fls to submit STR/SAR
through Master Circular # 12, dated June 29, 2015.

10.4 Reasons for reporting of STR/SAR,

STR/SAR is very crucial for the safety and soundness of our institutions and accordingly IIDFC should
submit STR/SAR considering the followings:

i. itis a legal requirement in Bangladesh;
ii. it helps protect the reputation of IIDFC;
iii. it helps to protect IIDFC from unfounded allegations of assisting criminals, including terrorists;
iv. it helps the competent authorities fo investigate money laundering, terrorist financing, and other
financial crimes; etc.
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10.5 Identification and evaluation of STR/SAR,

Identification of STR/SAR is very crucial for IIDFC to mitigate the risk. Identification of STR/SAR depends
upon the detection mechanism in place. Such identification may not only take place at the time of
transaction but also at the time of doing KYC/CDD/EDD and attempt to transaction or financial relation.

10.5.1Identification of STR/SAR,

Identification of STR/SAR shall be started by identifying unusual transactions and activities. Transactions
may be unusual in terms of complexity of transaction, nature of transaction, volume of transaction, time
of transaction etc. Concerned employee can take following steps to detect STR/SAR:

i.  reviewing KYC profile;
ii.  monitoring customer transactions; and
iii.  using red flag indicator.

Simply, if any transaction/activity is consistent with the information provided by the customer; that can
be treated as normal and expected. When such transaction/activity is not normal & expected, it may be
treated as unusual transaction/activity.

-0~
& =

Figure: STR/SAR Identification Process
In case of reporting of STR/SAR, IIDFC should conduct the following 3(three) stages:

a) Identification:

This stage is very vital for STR/SAR reporting. IIDFC need to monitor constantly the activities of the
accounts of customers. Monitoring mechanisms should be more rigorous in high-risk areas of an institution
having alert management mechanism and appropriate staff (e.g. the AML/CFT compliance officer)
dealing with of unusual/suspicious transactions or activities. Training of staff on the identification of
unusual /suspicious activity should always be an ongoing process. IIDFC must be vigilant in complying
KYC meticulously and sources of funds of the customer to identify STR/SAR. (A standard format to
process STR/SAR to CCU has been attached at ‘“Annexure-I" of this guidelines).

Guidelines on Prevention of Money Laundering and Combating Terrorist Financing 43 | Page




Industrial and Infrastructure Development Finance Company (IIDFC) Limited

b) Evaluation:

After identification of STR/SAR, compliance officer or BAMLCO should evaluate the transaction/activity
by interviewing the customer or through any other means. In the evaluation stage concerned
officer/BAMLCO must be tactful considering the tipping off provision of the acts. If they are not
satisfied, they should forward the report to CCU. After receiving report from Head Office /branch CCU
should also evaluate the report whether the STR/SAR report should be sent to BFIU or not. At every
stage of evaluation IIDFC should keep records complying the requirement of Money Laundering
Prevention (Amendment) Act, 2015.

¢c) Disclosure:

This is the final stage to submit STR/SAR to Bangladesh Financial Intelligence Unit (BFIU), when there is
valid reason/s to treat any transaction as suspicious, on the ground of ML/TF. For simplification a flow
chart is given below to show STR/SAR identification and reporting procedures:

Figure: STR/SAR Reporting Process
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10.6 Reporting of STR/SAR.

IIDFC as per Money Laundering Prevention (Amendment) Act, 2015 and Anti-Terrorism (Amendment) Act,
2013 are obligated to submit STR/SAR to Bangladesh Financial Intelligence Unit (BFIU). Such report must
be sent to the BFIU from CCU by using specified format/instruction given by them. A STR/SAR format
has been attached at ““Annexure-J”.

10.7 Tipping off

“Tipping off” means to disclose to the concerned person regarding the reporting/investigation process.
The offence of “tipping off” occurs when information or any other matter which might prejudice the
investigation is disclosed to the suspect of the investigation (or anyone else) by someone who knows or
suspects (or in the case of terrorism, has reasonable cause to suspect) that an investigation infto money
laundering has begun or is about to begin, or the police/investigating authority have been informed of
suspicious activities, or a disclosure has been made to another employee under internal reporting
procedures.

Section 6 of Money Laundering Prevention (Amendment) Act, 2015 and FATF Recommendation no. 21
prohibits reporting agencies, their directors, officers and employees from disclosing the fact that an
STR/SAR or related information is being reported to Bangladesh Financial Intelligence Unit (BFIU). A risk
exists that customers could be unintentionally tipped off when IIDFC is seeking to perform its CDD
obligation.

10.8 Penalties of tipping off

As per section 6(2) & (3) of Money Laundering Prevention (Amendment) Act, 2015, the following
penalties and /or punishment shall impose against any of the directors, officers and employees:

Section 6(2) of this Act: Any person, institution or agent empowered under this Act shall refrain from
using or divulging any information collected, received, retrieved or known by the person, institution or
agent during the course of employment or appointment, or after the expiry of any contract of service or
appointment for any purpose other than the purposes of this Act.

Section 6(3) of this Act: Any person who contravenes the provisions of sub-sections (1) and (2) shall be
punished with imprisonment for a term not exceeding 2(two) years or a fine not exceeding Taka
50(fifty) thousand or with both.

10.9 “SafedHarbor”grovisiongforaeporting

Safe harbor laws encourage reporting agencies to report all suspicious transactions by protecting
financial institutions and employees from criminal and civil liability when reporting suspicious transactions
in good faith to competent authorities. Section 28 of Money Laundering Prevention (Amendment) Act,
2015 provides the safe harbor for reporting.

10.10 Indicators of STR/SAR,
10.10.1 Frequent change of customer address

A customers who moves every month, particularly if there nothing happened in that person's information
suggesting that frequent changes in residence is normal, could be suspicious.

10.10.2 Out of market windfalls
Concerned officer shall pay attention to those customers/clients whose address is far from the Company,
especially if there is no special reason for the same, it should be investigated whether there are

institutions closer to home that could provide service to the customer. If the customer is a business man,
the distance to its operations may be an attempt to prevent IIDFC from verifying their business condition.
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10.10.3 Suspicious customer behavior

Some typical behavior having intention to do suspicious transaction of a customer is:

i. unusual or excessively nervous demeanor;
ii. discusses on record-keeping or reporting duties with the apparent intention of avoiding them;
iii. threatens an employee in an effort to discourage required record keeping or reporting;
iv.  reluctant to proceed with a transaction after being told it must be recorded;
v. appears to have a hidden agenda or behaves abnormally, such as turning down the chance to
obtain a higher interest rate on a large account balance;
vi. who is a public official opens account in the name of a family member who begins making large
deposits not consistent with the known source of legitimate family income;
vii. a student uncharacteristically transacts large sums of money; and
viii. an agent, attorney or financial advisor acts for another person without proper documentation such
as a power of attorney etc.

10.10.4 Suspicious customer identification

Some typical examples having intention to hide identification towards suspicious transactions of a
customer:

i. furnishes unusual or suspicious identification documents and is unwilling to provide personal data;
ii. is unwilling to provide personal background information when opening an account;
iii. permanent address is outside the FI's service areq;
iv. asks many questions about how the financial institution disseminates information about the
identification of a customer; and
v. reluctant to reveal details about the business activities or to provide financial statements or
documents about a related business entity.

10.10.5 Suspicious non-cash deposits

Some typical examples of non-cash deposits having intention to do suspicious transactions of a customer:

i.  deposits large numbers of consecutively numbered money orders or round figure amounts;
ii. deposits cheques and/or money orders that are not consistent with the intent of the account or
nature of business;
iii.  funds out of the accounts are not consistent with normal business or personal items of the account
holder; and
iv.  funds deposited are moved quickly out of the account via payment methods inconsistent with the
purpose of the account.

10.10.6 Suspicious activity in credit transactions

Some typical examples of credit transactions having intention to do suspicious transactions of a customer:

i.  financial statement do not conform with the accounting principles;
ii. suddenly pays off a large problem loan with no reasonable explanation of source of funds; and
iii.  produce/lien certificate of deposit and use as collateral of a loan/lease.

10.10.7 Suspicious commercial account activity

Some typical examples of commercial account activity having intention to do suspicious transactions of a
customer:

i.  business customer presents financial statements noticeably different from those of similar
businesses; and
ii. large business presents financial statements that are not prepared by professional accountant.
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10.10.8 Suspicious employee activity

Some typical examples of activities having intention to help customer to do suspicious transactions
towards ML/TF of an employee:

i. exaggerates the credentials, background or financial ability and resources of a customer in
written reports as per Company requirements;
ii. frequently is involved in unresolved exceptions or recurring exceptions on exception reports;
iii. lives a lavish lifestyle that could not be supported by his/her salary and background; and
iv. frequently overrides internal controls or established approval authority or avoid policy.

10.10.9  Suspicious activity in an FI setting

Some typical examples of activity of a customer in relation to suspicious transactions towards ML/TF
using setting of financial institution:

i. request of early encashment;
ii. a DPS (or whatever) calling for the periodic payments in large amounts; and
iii. lack of concern for significant tax or other penalties assessed when cancelling a deposit.
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Chapter 11: Reporting cash transaction report (CTR)

The Deputy Chief Anti-Money Laundering Compliance Officer (DCAMLCQO) and Branch Anti-Money
Laundering Compliance Officer (BAMLCQO) will monitor and analyze the daily cash transactions and
prepare Cash Transaction Report (CTR) as prescribed in the Master Circular#12, dated: June 29, 2015
of Bangladesh Financial Intelligence Unit (BFIU) under Clause#6. As per the circular:

1.

7.

in case of cash deposit or cash withdrawal and online cash deposit or any other online deposit or
withdrawal in a particular account in a particular day, the transaction amount is Tk.10.00 lac
and more through one or more transactions in a single/individual account, concerned officer will
send a report to Central Compliance Unit (CCU) in Head Office by the end of the 1 week of
subsequent month for onward submission of the same to BFIU within 215" day of the
corresponding next month using goAML web of BFIU;

the DCAMLCO/BAMLCO will analyze the CTR(s) meticulously before reporting the same to CCU
to identify any suspicious transaction or activity. If something is found suspicious or unusual they
will send them to CCU members for scrutiny and upward reporting as STR. If the CCU, after
review, discovers any transection/s as suspicious/unusual they shall direct to the responsible
officer to report the account/s as STR using ‘“Annexure-J” of the AML/CFT Guidelines or
“Annexure-GA” of the master circular #12, dated: June 29, 2015 of BFIU;

in case, if they don’t find anything suspicious/unusual the CAMLCO will make a certification with
the CTR report stating that “we have checked and didn’t find anything suspicious in the CTR” and
will send the same to BFIU through the Message Board of the goAML web;

the Head Office as well branch/es will preserve the CTR report, if any, on monthly basis;

the Head Office as well branch/es will keep record of the CTR at least for 5(five) years from
the date of the reporting;

in case of cash deposits of Government (including ministry and division) account, Government
owned Organization, Semi-Government or Autonomous Organization CTR report is not
applicable but in case of withdrawal the same shall be applicable; and

the CTR report is effective from July, 2015.

The above master circular is available in link below:

https:

www.bb.org.bd/mediaroom/circulars/aml/jun29201 5bfiul 2.pdf
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Chapter 12: Record keeping

12.1 Statutory requirement

IIDFC should preserve all necessary records on transactions for a specific period as mentioned in the
Companies Act, 1994.

However, in terms of section 25(1)(b) of Money Laundering Prevention (Amendment) Act, 2015, and
FATF Recommendation no.11, IIDFC requires to preserve previous records of transactions of closed
account (s) for at least 5(five) years from the date of closure. This will enable [IDFC to comply swiftly
with information requests from the competent authorities. Such records must be sufficient to permit
reconstruction of individual transactions so as to provide, if necessary, evidence for prosecution of
criminal activity.

Records relating to verification of identity generally comprise the followings:

i. o description of the nature of all the evidence received relating to the identity of the
verification subject; and

ii.  the evidence itself or a copy of it or, if that is not readily available, information reasonably
sufficient to obtain such a copy.

Records relating to transactions generally comprise the followings:

i.  details of personal identity, including the names and addresses, etc. pertaining to:
a. the customer;
b. the beneficial owner of the account or product;
c. the non-account holder conducting any significant one-off transaction; and
d. any counter-party.

ii.  details of transaction including:
a. nature of transactions;
volume of transactions, customer’s instruction(s) and authority;
source/s of funds;
destination/s of funds;
book entries;
date of the transaction;
form in which funds are offered and paid out;
parties to the transaction; and
identity of the person who conducted the transaction on behalf of the customer.

Te@ >0 o0yT

As per the Money Laundering Prevention (Amendment) Act, 2015, the records of identities of customers
shall have to be kept for at least 5(five) years from the date when the relationship with the customer has
ceased. This is the date of:

closing of an account; or

providing of any financial services; or

carrying out of the one-off transaction; or

ending of the business relationship; or

commencement of proceedings to recover debts payable on insolvency.

00 oo

12.2  Retrieval of records

The relevant records of the customers must be maintained in a systematic manner as prescribed in
prevailing domestic as well relevant international legislative requirement. The Company thus may
retrieve easily and provide the customer’s information or customer’s transaction record without any delay
to the regulatory body, law enforcing authority or for the purpose of internal use.
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12.3 STR /SAR/CIR and investigation records

IIDFC should not destroy any STR/SAR/CTR related records of customer or transaction without the
consent of the Bangladesh Financial Intelligence Unit (BFIU) where: (1) Company has submitted a report
of suspicious transaction; or (2) it is known that a customer or any transaction is under investigation, even
after expiration of the maximum preservation period of 12 (twelve) years as per law or conclusion of
the case, as the case may be. To ensure the preservation of such records IIDFC should maintain a register
or tabular records of all investigations and inspection made by the investigating authority or BFIU and
all disclosures to the BFIU. The register should be kept separate from other records and contain as a
minimum the following details:

i.  the date of submission and reference of the STR/SAR/CTR;

ii.  the date and nature of the enquiry;
ii.  the authority who made the enquiry, investigation with reference; and
iv.  details of the account(s) involved.

12.4 Training records

IIDFC shall maintain training records which include:

i.  details of the content of the training programs provided;
ii.  the names of staff who have received the training;
ii. the date/duration of training;
iv.  the results of any testing carried out to measure staffs understanding of the requirements; and
v.  an on-going training plan.

12.5 Branch level record Reeping

To ensure the effective monitoring and demonstrate compliance with the concerned regulations, IIDFC
shall have to ensure the keeping or availability of the following records at the Head Office and/or
branch level either in hard form or electronic form:

i.  information regarding Identification of the customer;
ii. KYC information of a customer;
iii. transaction report;
iv.  STR/SAR/CITR generated from the Head Office /branch;
v.  exception report;
vi.  training record; and
vii.  return submitted or information provided to the Head Office or competent authority.

12.6 Sharing of record/information

Financial Institutions shall share account related information only to the investigating agency as
mentioned in the para 2 (9) of the Money Laundering Prevention (Amendment) Act, 2015.
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Chapter 13: Non face to face customer

13.1 Definition

Non-face-to-face account opening refers to a situation where the customer is not interviewed and the
signing of account opening forms and identification of documents of the customer are not conducted in
the presence of concerned officer of a financial institution.

13.2 What to do in case of non-face-to-face customer

Sometimes, IIDFC is required to open accounts on behalf of customers who do not present themselves for
personal interview i.e. no face-to-face contact with the customer. In such situation collection of
photographic and other related documents will not be an appropriate procedure. The following steps
need to be taken under such circumstances:

i.  apply Enhanced Due Diligence (EDD) or Enhanced Customer Due Diligence (Enhanced CDD);

ii. apply extensive customer identification procedures for non-face-to-face customers;

ii.  shall not allow non-face-to-face contact to a resident in establishing relationship;

iv.  original current passport or ID card shall be verified and certified true copy thereon shall be
obtained and preserved;

v.  ensure that there are sufficient evidences to conform address and personal identity. The
concerned employee shall take at least one additional check to safeguard against
impersonation;

vi.  ask additional documents to complement those which are required for face-to-face customers;
vii.  independent contact with such customer;
vii.  third party introduction, where necessary;

ix.  update customer’s information more frequently than face-to-face customers; and

x.  in extreme cases, refusal of business relationship for high risk customers with the approval of

the Managing Director.

The above should apply to all new as well as existing customers on the basis of materiality and risk, and
accordingly due diligence should be conducted on the existing customers based on appropriate
judgment.
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Chapter 14: Statement of compliance

IIDFC should obtain a “Statement of Compliance” on prevention of money laundering and combating

terrorist financing from its all employees. Such statement should be duly signed by respective employee
and preserved in the employees’ personal files.

In the statement of compliance, every employee should solemnly declare and confirm that as an
employee of IIDFC I:

i.  have read the Company’s Guidelines on “Prevention of Money Laundering and Combating
Terrorist Financing”; as well as circulars/directives of Bangladesh Financial Intelligence Unit
(BFIU) and Government’s Acts on Anti-Money Laundering and Anti-Terrorism and understood
the implications thereof;

ii.  shall comply the applicable laws and regulations and corporate ethical standards;

ii. shall comply all the rules and regulations in the normal course of my assignments. It is my

responsibility to become familiar with the rules and regulations that relate to my assignment;
and

iv.  shall be held responsible for carrying out compliance responsibilities on prevention of Money
Laundering and combating Terrorist Financing meticulously.

The CAMLCO should also ensure that all new employees of the Company shall read this policy,
understand the implications there of and sign the “Statement of Compliance”. After signing off, it should

be sent to HR for preserving in the newly appointed employee’s personal file.

A typical format on “Statement of Compliance” has been given at “Annexure-K” of this Guidelines.
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Chapter 15: Confidentiality of information

All information generated, exchanged or provided with any personnel of the Company in the context of
ML/TF must be on strict controls and safeguards to ensure that the information is used only in an
authorized manner, consistent with provisions of regulation of the Government and Bangladesh Financial
Intelligence Unit (BFIU).

15.1 Restriction on sharing of record/information as per Money Laundering Prevention (Amendment) Act, 2015 and
Anti-Terrorism (Amendment) Act, 2013

i.  Any person, institution or agent empowered under these Acts shall refrain from using or divulging
any information collected, received, retrieved or known by the person, institution or agent during
the course of employment or appointment, or after the expiry of any contract of service or
appointment for any purpose other than the purposes of these Acts.

ii.. Financial Institutions shall share account related information only to the investigating agency as
mentioned in the para 2 (9) of the Money Laundering Prevention (Amendment) Act, 2015. As per
para 2 (9) of the Money Laundering Prevention (Amendment) Act, 2015 “Investigating Agency”
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15.2 Penalties for divulging information

Section 6 of Money Laundering Prevention (Amendment) Act, 2015: If any person, institution or agent
empowered under this act divulges any information collected, received, retrieved or known by the
person, institution or agent during the course of employment or appointment, or after the expiry of any
contract of service or appointment for any purpose other than the purpose of this act shall be punished
with imprisonment for a term not exceeding 2(two) years or a fine not exceeding Taka 50(fifty)
thousand or with both.
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Part-li
Combating the Financing of Terrorism

1. Introduction

Terrorist Financing has become a massive threat in recent years. As such, terrorist financing has become
a great concern for all countries in the world. It is widely acknowledged to be an essential component of
terrorist activity as terrorists are able to facilitate their activities only, if they have the financial
resources to do so. The consequences of terrorist activities are tremendous and devastating. So,
combating financing of terrorism is indispensable for the economy and also for the security of our
country. The Government of Bangladesh has given top most priority to this issue. As such, Anti-Terrorism
(Amendment) Act, 2013 was enacted by the Parliament of the People’s Republic of Bangladesh, which
has already been amended in 2012 and 2013. The Act has been effective from the June 11, 2008. In
the Anti-Terrorism (Amendment) Act, 2013 terrorist financing has been termed as criminal activity and
the role of Financial Institutions (Fls) to fight against financing of terrorism has been specified. It is
considered that the fight against financing of terrorism is a combined effort and policy has been drawn
accordingly.

2. What is terrorist financing
As per Section 7 of Anti-Terrorism (Amendment) Act, 201 3:

1. If any person or entity willfully provides, receives, collects or makes arrangements for money,
service or any other property, whether from legitimate or illegitimate source, by any means,
directly or indirectly, with the intention that, it would, in full or in part, be used-

a. to carry out terrorist activity;

b. by a terrorist person or entity for any purpose, or is in the knowledge that it may
be used by a terrorist person or entity; the said person or entity shall be deemed to
have committed the offence of terrorist financing.

2. Conviction for terrorist financing shall not depend on any requirement that the fund, service or
any other property mentioned in sub-section (1) was actually used to carry out or direct or
attempt to carry out a terrorist act or be linked to a specific terrorist act.

3. If any person is convicted of any of the offences mentioned in sub-section (1), the person shall
be punished with rigorous imprisonment for a term not exceeding 20(twenty) years but not less
than 4(four) years, and in addition to that, a fine equivalent to twice the value of the property
involved with the offence or Taka 10(ten) lac, whichever is greater, may be imposed.

4. If any entity is convicted of any of the offences mentioned in the sub-section (1)-

a. steps may be taken against the entity in accordance with section 18 and in addition to
that a fine equivalent to thrice the value of the property involved with the offence or of
Taka 50(fifty) lac, whichever is greater, may be imposed; and

b. the head of that entity, whether he is designated a Chairman, Managing Director, Chief
Executive or by whatever name called, shall be punished with rigorous imprisonment for a
term no exceeding 20(twenty) years but not less than 4(four) years and, in addition to
that, a fine equivalent to twice the value of the property involved with the offence or
of Taka 20(twenty) lac, whichever is greater, may be imposed unless he is able to
prove that the said offence was committed without his knowledge or he had tried
his best to prevent the commission of the said offence.
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3. International requirement on combating TF and proliferation of weapons of mass destruction

United Nations Security Council Resolution (UNSCR) 1267 and 1373 have been adopted under Article
VIl of UNSCR charter, which means these resolutions are obligatory for every jurisdiction. Accordingly,
BFIU instructed Fls to take necessary action on UNSCR 1267 and 1373; banned list of Bangladesh
Government by their master circular#12/2015 to:

i. introduce a Board approved policy regarding prevention of financing of terrorism and
proliferation of weapons of mass destruction;

ii.  instruct all concerned employees about their responsibilities and review the instruction, when
necessary;

iii. intfroduce a software to keep records of updated lists of terrorists of UNSCR 1267 and 1373 or
of Bangladesh government;

iv.  monitor regularly the terrorists list of UNSCR or of Bangladesh Government to monitor whether
any account, directly or indirectly, maintaining with IIDFC. If so, shall require to be reported
directly to Bangladesh Financial Intelligence Unit (BFIU) without delay; and

v.  stop transaction of account of any person or entity whose names are listed with UNSCER 1373
and banned list of Bangladesh Government and inform BFIU immediately.

In a nut shell, to comply with this direction IIDFC should require to monitor the UN sanction list and
Bangladesh Government’s banned list against ML/TF regularly and if any account or transaction is found
to have any connection with the lists, shall have to inform BFIU immediately.

4. The link between ML and TF

The techniques used to launder money are essentially the same as those used to conceal the sources of,
and uses for, terrorist financing. But funds used to support terrorism may originate from legitimate
sources, criminal activities, or both. Nonetheless, disguising the source of terrorist financing, regardless of
whether the source is of legitimate or illicit origin, is important. If the source can be concealed, it remains
available for future terrorist financing activities. Similarly, it is important for terrorists to conceal the use
of the funds so that the financing activity goes undetected.

As noted above, a significant difference between money laundering and terrorist financing is that the
funds involved may originate from legitimate sources as well as criminal activities. Such legitimate
sources may include donations or gifts of cash or other assets to organizations, such as foundations or
charities that, in turn, are utilized to support terrorist activities or terrorist organizations.

5. Why IIDFC must combat financing of terrorism

1. Financing of Terrorism was termed as criminal activity under United Nations International
Convention for the Suppression of the Financing of Terrorism in 1999. To reinforce the 1999
Convention, United Nations adopted UNSC Resolutions 1373 and 1390 directing member states
to criminalize Financing of Terrorism and adopt regulatory measures to detect, deter and freeze
terrorists’ assets. The resolutions oblige all countries to deny financing, support and safe harbor
for terrorists.

2. Bangladesh has been actively involved in multinational and international institutions. lIts
international relationship and business, banking business in particular are regulated by some
domestic and international regulations. So it is mandatory to abide by those regulations.
Financial Action Task Force (FATF), the international standard setter, adopted 40
recommendations for AML/CFT in the year, 2012. So, IIDFC must be involved in international
effort to CFT.
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3. It is increasingly evident that terrorists and their organizations need to raise significant amounts
of cash for a wide variety of purposes for recruitment, training, travel and materials as
well as often payment for safe heaven protection. So to root out terrorism, IIDFC must stop the
flow of funds.

4. The consequences of allowing the financial system to facilitate the movement of terrorist money
are so terrible that every effort must be made to prevent this from happening. So CFT is not
only the regulatory requirement but also an act of self-interest.

6.  Purpose of the policy

Both ML and TF have been identified as major threats to the financial services community. The
management of IIDFC has recognized prevention of ML and combating TF as a team effort. This section
outlines policies, procedures and measures to be taken for combating financing of terrorism.

7. Policy statement

Pursuant to the Money Laundering Prevention (Amendment) Act, 2015 and Anti-Terrorism (Amendment)
Act, 201 3, the Bangladesh Financial Intelligence Unit (BFIU) has issued a master circular #12, dated June
29, 2015 elaborating the responsibilities of Fls to prevent ML/ combat TF.

As such, IIDFC is committed to implement the provisions of the Anti-Terrorism (Amendment) Act, 2013, and
also the guidelines and instructions issued by BFIU from time to time in respect of transaction monitoring
systems and operational processes.

IIDFC is committed to assist and co-operate with the relevant law enforcement authorities, the BFIU
whenever possible and to the fullest extent possible as per sub section 3 of section 15 of Anti-Terrorism
(Amendment) Act, 201 3.

It is the policy of IIDFC to adhere to all of the provisions of Anti-Terrorism (Amendment) Act, 2013 and
other regulations by implementing this policy and subsequent procedures.

8. Enforcement

Management of IIDFC is responsible for ensuring that the directives are implemented and administered
in compliance with the approved policy. Changes to the policy will require approval by the Board of
Directors. The Management of IIDFC is empowered to effect changes in operating procedures,
standards, guidelines and technologies etc.

9. Exceptions to the policy

Requests for exceptions to this policy must be specific and may only be granted on specific items, rather
than to entire sections. Concerned executives shall communicate their requests with exceptions to the
Managing Director.

10.  Procedure

All financial institutions must be committed to combat TF. Guidelines on Prevention of Money Laundering
are written in Part-l of the guidelines.

IIDFC believes that strict adherence to the existing AML Policy Guidelines provides basic AML controls
which also serves as primary controls for detection and combating of TF. Therefore, in addition to the
existing AML Policy Guidelines, the following extra due diligence and vigilance will be exercised to
detect and combat TF.

Under direct control of the Managing Director of IIDFC, AMD/DMD/SEVP /EVP and all Head of Divisions
on their part, Central Compliance Unit for Prevention of Money Laundering and Combating Terrorist
Financing headed by CAMLCO, DCAMLCO, all Branch Manager/s, Branch Anti-Money Laundering
Compliance Officers (BAMLCO), compliance officers and all other employees including contracted and
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outsourced staffs will be responsible for ensuring compliance with the Money Laundering Prevention
(Amendment) Act, 2015 and the Anti-Terrorism (Amendment) Act, 2013 and relevant directives/circulars
of Bangladesh Financial Intelligence Unit (BFIU) in this regard.

11.  General procedures for customer due diligence (CDD)/know your customer (KYC)

1. The new uniform account opening form and KYC profile have now become the integral part of
establishing account relationship. They are mandatory and a vital reference point to all account
relationship.

2. With regard to KYC/CDD, customer’s risk assessment, record keeping and suspicious transaction
reporting, concerned employees will follow the procedure as stated in the AML/CFT Guidelines.

3. As KYC/CDD is an important component of the AML/CFT process, the ongoing monitoring of
individual transactions on customer accounts is crucial to improve the ability of the institution to
detect criminal activities.

4. IT Division may develop automated systems and processes for classifying customers on the basis
of the risk matrix provided by BFIU under new KYC Profile, monitoring transactions with the
transaction profile provided by the customers & incorporating watch list as per UN Resolutions in
software. These new systems will improve ability of the employees to detect unusual
transactions, help the authorities to identify and respond to new money laundering and terrorist
financing techniques.

5. DCAMLCO/Branch Manager/BAMLCO /Compliance Officer, as the case may be, will monitor
customer’s transaction regularly in order to identify suspicious transactions/activities related to
both money laundering and terrorist financing. They will also oversee the day to day activities
of the Branch and confirm compliance of the instructions of concerned authority.

12.  Non-profit &L NGO sector

Accounts of charities, NPOs, NGOs to be treated as high risk accounts and EDD will be performed at the
time of opening and operating such accounts for combating TF.

13.  Training and awareness of the employees

IIDFC will continue to devote considerable resource to establish and maintain employees’ awareness of
the risks of TF, and their competence to identify and report relevant suspicions in this area. The company
is dedicated to a continuous program of increasing awareness and training of employees’ at all
appropriate levels in relation to their knowledge and understanding of CFT issues, their respective
responsibilities and the various controls and procedures introduced by IIDFC to combat TF.

14.  Self-assessment

This policy requires that appropriate and timely self-assessments, tests, audits and evaluations be
conducted to ensure that IIDFC is in compliance with the CFT regulations. Each and every Branch shall
assess their performance half yearly according to Master Circular no. 12, dated: June 29, 2015 of
Bangladesh Financial Intelligence Unit (BFIU). The shortcomings identified be overcome and complied
within next quarter.
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15.  Independent testing procedures

As per Master Circular No.12, dated: June 29, 2015, of Bangladesh Financial Intelligence Unit (BFIU)
testing on CFT is to be conducted by the ICC department. While conducting the same, they should also
look into, whether the directives of Anti-Terrorism (Amendment) Act, 2013; and BFIU’s directives issued
from time to time in this respect are followed meticulously by the Branches.

Mentionable that Compliance of CFT is the responsibility of each employee of IIDFC. Therefore, all
guidelines related to AML/CFT be updated as and when required and circulated and ensured that all
employees are aware of the Anti-Terrorism (Amendment) Act, 2013, internal guidelines and other
policies and procedures.

16.  Momnitoring

IIDFC shall effectively reciprocate monitoring of procedures and controls that meet the requirements of
IIDFC’s policy, standards and Rules and Regulations under Anti-Terrorism (Amendment) Act, 2013.

16.1 Monitoring process

Appropriate monitoring program for the activities and transactions routed through the customer’s
account should be instituted. Depending on the type and nature of the account, IIDFC may fix/set
specific threshold to identify the customer activities that do not appear to commensurate with the
customer’s business activities.

16.2  Suspicious transaction/activity report (STR/SAR):

When there is a suspicion that funds are linked to terrorist financing, concerned officer will submit
identified suspicious transaction/activity to their respective DCAMLCO, BAMLCO and Compliance
Officer. They shall send a copy of the same with comments through the Branch Manager to CAMLCO
without any dely. The STRs/SARs must be reported to Bangladesh Financial Intelligence Unit (BFIU) within
shortest possible time after due verification through CCU. Utmost secrecy must be maintained while
submitting STRs/SARs as per directives of BFIU. Internal reporting format has been given in the AML/CFT
guidelines as “Annexure-I" and “Annexure-])” for reporting to BFIU.

17.  Responsibilities

The management of IIDFC shall take necessary measures, with appropriate caution and responsibility, to
prevent and identify financial transactions which are connected to any offence under the Anti-Terrorism
(Amendment) Act, 2013 and shall report identified suspicious transaction/activity, if any, to Bangladesh
Financial Intelligence Unit (BFIU) immediately.

The Board of Directors, or in the absence of the Board of Directors, the Managing Director shall approve
and issue directions regarding the duties of its officers, and shall ascertain whether the directives issued
by BFIU under section 15 of Anti-Terrorism (Amendment) Act, 2013, which are applicable to IIDFC as
reporting agency, have been complied or not.

£
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The responsibilities of the officials of IIDFC are presented below in tabular form for easy understanding
and smooth implementation by the concerned employee/s:

Responsible

Departments or Responsibilities
Officials

Officer in a. To interview the potential customer;

charge who is b. verify customer profile;

responsible c. to arrive at threshold limit for each account (new as well as existing) and to
o epptie exercise due diligence in identifying suspicious transactions/activities;

d. to restrict non opening of accounts in the name of terrorist/banned organizations;
new e. to adhere with the provisions of Anti-Terrorism (Amendment) Act, 2013; and
accounts/maki £ 1o comply with the guidelines issued by Bangladesh Financial Intelligence Unit (BFIU)
ng transaction and by the company from time to time in respect of opening and conducting of
Chief Risk To assess the TF risk involves in operating activities of the Company and to evaluate
Officer adequacy and effectiveness of the control mechanism set for safeguarding the

company'’s risks.

Head of a. To scrutinize and ensure that the information furnished in the account opening
Operations form/customer profile/threshold limit are in strict compliance with AML/CFT

Guidelines before authorizing opening of account; and
b. to certify regarding compliance with AML/CFT Guidelines and report suspicious
transactions to CAMLCO /Manaaina Director.

Internal Auditor To verify and record his comments on the effectiveness of measures taken by the
concerned officials and the level of implementation of AML/CFT Guidelines.

CAMLCO To implement and enforce Company’s CFT policies;
send to STR/SAR/CTR to Bangladesh Financial Intelligence Unit (BFIU);

to inform DCAMLCO /BAMLCO required actions, if any, to be taken.

DCAMLCO To assist CAMLCO to implement and enforce Company’s CFT policies;

send STR/SAR/CTR to Bangladesh Financial Intelligence Unit (BFIU) through CCU;
ensuring flow of information to BAMLCO towards reporting to CAMLCO and CCU;
and

to assist CAMLCO to take other required actions, if any, to be taken.

pToao oo

BAMLCO Ongoing monitoring of customer’s KYC profile/CDD/EDD and transaction activities;

report STR/SAR/CTR through branch manager to CAMLCO/CCU;

provide CFT training to branch employees while giving training on AML;

communicate and update to all employees in case of any changes in national or

Company’s own policies;

e. organize a meeting with all executives/officers at least once after each quarter
end as per Master Circular#12/2015 of Bangladesh Financial Intelligence Unit
(BFIU); and

f. submit Self Assessment Report to CAMLCO/CCU and ICC, as the case may be, on

a8 ooo

Branch a. Ensure that the CFT program is effective within the Branch;
Manager b. overall responsibility to ensure that the Branch has an effective CFT program in
place and that it is working effectively.

Top Prompt reporting of information regarding STR/SAR/CTR to concerned law enforcing
Management authority in consultation with the competent authority /ies.

Managing Overall responsibility to ensure that IIDFC has CFT program in place and that it is

Director working effectively.

However appropriate disciplinary action will be initiated against the delinquent official for violation of
this policy.
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18.  Customer acceptance policy

Pursuant to the above legal bindings, Guidance Notes issued by Bangladesh Financial Intelligence Unit
(BFIU) on AML/CFT and Global standards, IIDFC has developed the Customer Acceptance Policy as
stated at ‘““Annexure-D”.

19.  Penalties for non-compliance of Anti-Terrorism (Amendment) Act, 2013

(a) According to section 16(3), if any reporting agency fails to comply with the directions laid
down in section 16(1), the said reporting agency shall be liable to pay a fine determined and
directed by Bangladesh Financial Intelligence Unit (BFIU) not exceeding Taka 25(twenty five)
lac and BFIU may suspend the registration or license of the organization or any of its
branches, service centers, booths or agents for the purpose of closing its operation within
Bangladesh, or shall inform the registration or licensing authority about the fact so that the
relevant authority may take appropriate measures against the said organization.

(b) According to section 16(4), if the Board of Directors, or in the absence of the Board of
Directors (BoD), Chief Executive Officer (CEQ), by whatever name called, of any reporting
agency fails to comply with the directions laid down in section 16(2), the Chairman of the BoD,
or the CEO in relevant cases shall be liable to pay a fine not exceeding Taka 25 (twenty five)
lakh and BFIU can terminate the person from the position or in relevant cases shall inform the
relevant authority about the issue to take proper steps against him/her.

(c) According to section 16(5), if any reporting agency fails to pay or does not pay any fine
imposed by BFIU under section 16(3), or if the Chairman of the Board of Directors, or the
Chief Executive Officer, fails to pay or does not pay any fine imposed by BFIU under section
16(4), BB may recover the amount from the reporting agency or by debiting its account
maintained in any bank or Fl or BB and if any amount of fine remains unrealized or unpaid,
BFIU may, if necessary, make an application to the concerned court for recovery.

20.  Schedule of Anti-Terrorism (Amendment) Act, 2013

Three schedules have been annexed at the end of this ATA Policy as “Schedule-1", “Schedule-2" and
“Schedule-3"" as prescribed in the Anti-Terrorism (Amendment) Act, 2013 and accordingly IIDFC shall
pursue those for combating TF.
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“Schedule-1"
[See clause (3A) of section 2 of Anti-Terrorism (Amendment) Act, 201 3]

a. Convention for the suppression of unlawful seizure of Aircraft done at the Hague on 16t December,

1970;

b. Convention for the suppression of unlawful acts against the safety of Civil aviation, done at Montreal
on 23rd September, 1971;

c. Convention on the prevention and punishment of Crimes against internationally protected person,
including diplomatic agents, adopted by the General Assembly of the United Nations on 14t
December, 1973;

d. International convention against the taking of hostages adopted by the General Assembly of the
United Nations on 17" December, 1979;

e. Convention on the physical protection of nuclear material, adopted at Vienna on 34 March, 1980;

f. Protocol for the suppression of unlawful acts of violence at airports serving International Civil
Aviation, supplementary to the convention for the suppression of unlawful acts against the safety of
Civil Aviation, done at Montreal on 24t February, 1988;

g. Convention for the suppression of unlawful acts against the safety of maritime navigation, done at
Rome on 10t March, 1988;

h. Protocol for the suppression of unlawful acts against the safety of fixed platforms located on the
continental shelf, done at Rome on 10" March, 1988;

i. International convention for the suppression of terrorist bombings, adopted by the General
Assembly of the United Nations on 15" December, 1997.
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“Schedule-2"

[See section 18 of Anti-Terrorism (Amendment) Act, 201 3]

1 2 3 4 5
Serial que- ?f the Address of the entities Dqk:) of Remarks
No. entities proscription
01 Shahadat-e-Al House of Mizanur Rahman, Horogram, 09-02-2003
Hikma party Natunpara bypass road, P.S. Rajpara, RMP,
Bangladesh Rajshahi.
02 Jagrata Muslim No specific address 23-02-2005
Janata Bangladesh
(JMJB)
03 Jamatul No specific address 23-02-2005
Mujahedin
04 Harkatul Jehad Al No specific address 17-10-2005
Islami
05 Hizbut Tahrir H.M. Siddique Manson, 55/A, Purana Palton, 22-10-2009
Bangladesh Dhaka and 201/C, Palton Tower (3rd Floor),
27 Purana Palton Lane
“Schedule-3"
(See section 18 of Anti-Terrorism (Amendment) Act, 201 3)
1 2 3 4 5
Serial Na me ?f the Address of the entities th? of Remarks
No. entities proscription
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Risk Assessment and Mitigation Report

“Annexure-A”

Risk Group Customer
Risk Likelihood Impact Risk score Treatment/Action
. . May go ahead but preferably reduce risk- Follow
New customer Likely Moderate Medium standard CDD*
Customer who brings in large amounts of used Likel Maior Hiah Do not allow transaction until risk is reduced- Follow
notes and/or small denominations ot I 9 EDD*
Customer whose business address and registered . . May go ahead but preferably reduce risk- Follow
office are in the different geographic location Likely Moderate Medibm standard CDD*
a customer whose identification is difficult to Very likel Maior Extreme Do not allow transaction to occur without reducing
check y y | the risk to acceptable level- Follow EDD*
customers .cond.uchng their business rel?honshlp - . May go ahead but preferably reduce risk- Follow
or transactions in frequent and unexplained Likely Moderate Medium "
o ot standard CDD
movement of accounts to different institutions
a non- resident customer Likely Moderate Medium May go Ghqu but preferably reduce risk- Follow
standard CDD
a corporate customer \fvhose ownership structure Likely Moderate Medium May go qhec:l but preferably reduce risk- Follow
is unusual and excessively complex standard CDD
customers that are politically exposed persons May go ahead but preferably reduce risk- Follow
o ; "
fPEPs) or |nf|uentla! persons (IPs) or head. of Likely Moderate Medium standard CDD
international organizations and their family
members and close associates
cusiol:ners submits account d?cumeniqhon Likely Moderate Medium May go qheqS but preferably reduce risk- Follow
showing an unclear ownership structure standard CDD
customer opens account in the name of his/her Do not allow transaction to occur without reducing
family member who intends to credit large - q the risk to acceptable level- Follow EDD*
. . . Very likely Major Extreme
amount of deposits not consistent with the
known sources of legitimate family income
a customer comes with premature encashment of Likely Moderate Medium May go qhec:l but preferably reduce risk- Follow
fixed deposit standard CDD
a customer generally tries to convince for cash . S s
- 2 : o - - . . Do not allow transaction until risk is reduced- Follow
deposit but insists for financial instrument while Likely Major High s
g 5 o EDD
withdrawing the deposit
a customer who wants to settle his loan early Very likel Moderate Hiah Do not allow transaction until risk is reduced- Follow
(except swaping and default clients) Y Y 9 EDD*
government employee having several large . . . Do not allow transaction until risk is reduced- Follow
amounts of fixed deposit accounts Likely iaion High EDD*
Personal Likely Moderate Medium May go ahead but preferably reduce risk- Follow

standard CDD*
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Individual Concern Likely Moderate Medium :;\;?dg:)dog]ggf but preferably reduce risk- Follow
Businessmen Likely Moderate Medium z\:r?clgfdog]sgg but preferably reduce risk- Follow
Doctor Likely Moderate Medium g\:nydgfd?SSS but preferably reduce risk- Follow
Ershice Likely Moderate Medium g\:nydgfd?SSS but preferably reduce risk- Follow
Journalist Likely Moderate Medium ?:r?dgfd?SIgS but preferably reduce risk- Follow
Landlord Likely Moderate Medium ?:r?dgfdc(‘?SSS but preferably reduce risk- Follow
Lawyer Likely Moderate Medium g\snydg:)d?SSS but preferably reduce risk- Follow
Pharmacist Likely Moderate Medium :;\;?dg:)dog]ggf but preferably reduce risk- Follow
Teacher Likely Moderate Medium :;\;?dgfd?SSS but preferably reduce risk- Follow
Director Likely Moderate Medium :;\;?dg:)dog]ggf but preferably reduce risk- Follow
IIDFC Employee Unlikely Minor Low Response: Okay to go ahead.

Private Service Holder Unlikely Minor Low Response: Okay to go ahead.

Bank Unlikely Moderate Low Response: Okay to go ahead.

Insurance Unlikely Moderate Low Response: Okay to go ahead.

Manufacturing Likely Moderate Medium z\:r?clgfdog]sgg but preferably reduce risk- Follow
NBFI Unlikely Minor Low Response: Okay to go ahead.

Partnership Likely Moderate Medium ?:r?dgfd?SIgS but preferably reduce risk- Follow
Private Limited Company Likely Moderate Medium ?:r?dgfd?SIgS but preferably reduce risk- Follow
Public Limited Company Likely Moderate Medium ?:r?dgfd?SIgS but preferably reduce risk- Follow
Cepere Very likely Moderate High ESDTt allow transaction until risk is reduced- Follow
Public Sector Unlikely Maijor Medium i\:\szdgfdcgggs but preferably reduce risk- Follow
Multinational Unlikely Minor Low Response: Okay to go ahead.

MLM Very likely Moderate High EDI;Dn:T allow transaction until risk is reduced- Follow
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Risk Group Product

Risk Likelihood Impact Risk score Treatment/Action
Corporate Finance Likely Moderate Medium May go ahead but preferably reduce risk- Follow standard CDD*
Customer who brings in large Response: Okay to go ahead.
amounts of used notes and/or small Likely Minor Low
denominations
Agriculture Finance Likely Minor Low Response: Okay to go ahead.
SME Finance Likely Moderate Medium May go ahead but preferably reduce risk- Follow standard CDD*
Housing/Real estate Finance Likely Moderate Medium May go ahead but preferably reduce risk- Follow standard CDD*
Equity Finance Likely Moderate Medium May go ahead but preferably reduce risk- Follow standard CDD*
Syndication Finance Likely Moderate Medium May go ahead but preferably reduce risk- Follow standard CDD*
Capital Market Investment Unlikely Minor Low Response: Okay to go ahead.
Investment in Bonds Unlikely Minor Low Response: Okay to go ahead.
Short-Term Deposit Likely Moderate Medium May go ahead but preferably reduce risk- Follow standard CDD*
Long-Term Deposit Likely Moderate Medium May go ahead but preferably reduce risk- Follow standard CDD*
Double Money Likely Moderate Medium May go ahead but preferably reduce risk- Follow standard CDD*
Tripple Money Likely Moderate Medium May go ahead but preferably reduce risk- Follow standard CDD*
DPS Likely Moderate Medium May go ahead but preferably reduce risk- Follow standard CDD*
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Risk Group Sector

Risk Likelihood Impact Risk score Treatment/Action
Trade and Commerce Likely Moderate Medium May go ahead but preferably reduce risk- Follow standard CDD*
Customer who brings in large May go ahead but preferably reduce risk- Follow standard CDD*
amounts of used notes and/or Likely Moderate Medium
small denominations
Textile Likely Moderate Medium May go ahead but preferably reduce risk- Follow standard CDD*
Jute and Jute-Products Likely Moderate Medium May go ahead but preferably reduce risk- Follow standard CDD*
Food Production and Processing . . May go ahead but preferably reduce risk- Follow standard CDD*
Ind. Likely Moderate Medium
Plastic Industry Likely Moderate Medium May go ahead but preferably reduce risk- Follow standard CDD*
Leather and Leather-Goods Likely Moderate Medium May go ahead but preferably reduce risk- Follow standard CDD*
Iron, Steel and Engineering Likely Moderate Medium May go ahead but preferably reduce risk- Follow standard CDD*
Pharmaceuticals and Chemicals Likely Moderate Medium May go ahead but preferably reduce risk- Follow standard CDD*
Cement and Allied Industry Likely Moderate Medium May go ahead but preferably reduce risk- Follow standard CDD*
Telecommunication and IT Likely Moderate Medium May go ahead but preferably reduce risk- Follow standard CDD*
Paper, Printing and Packaging Likely Moderate Medium May go ahead but preferably reduce risk- Follow standard CDD*
I(il:ss, Glassware and Ceramic Likely Moderate Medium May go ahead but preferably reduce risk- Follow standard CDD*
Ship Manufacturing Industry Likely Moderate Medium May go ahead but preferably reduce risk- Follow standard CDD*
Electronics and Electrical Likely Moderate Medium May go ahead but preferably reduce risk- Follow standard CDD*
Products
Pow.er, Gas, Water & Sanitary Likely Moderate Medium May go ahead but preferably reduce risk- Follow standard CDD*
Service
Transport and Aviation Likely Moderate Medium May go ahead but preferably reduce risk- Follow standard CDD*
Agriculture Likely Minor Low Response: Okay to go ahead.
Housing Likely Moderate Medium May go ahead but preferably reduce risk- Follow standard CDD*
Brokerage & Securities Likely Minor Low Response: Okay to go ahead.
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Risk Group Delivery Method

Risk Likelihood Impact Risk score Treatment/Action
direct to the customer Unlikely Moderate Low Response: Okay to go ahead.
Customer who brings in large Do not allow transaction until risk is reduced- Follow EDD*
amounts of used notes and/or Very likely Moderate High
small denominations
phone Likely Moderate Medium May go ahead but preferably reduce risk- Follow standard CDD*
fax Likely Moderate Medium May go ahead but preferably reduce risk- Follow standard CDD*
email Likely Moderate Medium May go ahead but preferably reduce risk- Follow standard CDD*
third-party, agent or broker Very likely Moderate High Do not allow transaction until risk is reduced- Follow EDD*
Non-face to face Very likely Moderate High Do not allow transaction until risk is reduced- Follow EDD*
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Risk Group Country
Risk Likelihood Impact Risk score Treatment/Action
any country which is identified by credible . . .
- T : . . Do not allow transaction to occur without reducing the
sources as having significant level of corruption | Very likely Major Extreme . "
o F o risk fo acceptable level- Follow EDD
and criminal activity
Customer who brings in large amounts of used Likel Maior Hiah Do not allow transaction until risk is reduced- Follow
notes and/or small denominations y I 9 EDD*
any country known to be a tax haven and
identified by credible sources as providing .
5 o iy 5 . May go dahead but preferably reduce risk- Follow
funding or support for terrorist activities or that Likely Moderate Medium *
; : . standard CDD
have designated terrorist organizations
operating within their country
any country identified by FATF or FSRBs as not Very likel Maior Extreme Do not allow tfransaction to occur without reducing the
having adequate AML&CFT system Y y | risk to acceptable level- Follow EDD*
any country identified as destination of illicit Very likel Maior Extreme Do not allow fransaction to occur without reducing the
financial flow Y y | risk to acceptable level- Follow EDD*
branch in any land port, sea port city or any Likely Moderate Mediom May go dahead but preferably reduce risk- Follow

border area

standard CDD*
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Risk Group Regulatory risk
Risk Likelihood Impact Risk score Treatment/Action
Customer/beneficial owner identification and Likel Maior Hiah Do not allow transaction until risk is reduced- Follow
verification not done properly Y I 9 EDD*
. . o o May go dahead but preferably reduce risk- Follow
Failure to keep record properly Unlikely Major Medium standard CDD*
. o C . o . May go dhead but preferably reduce risk- Follow
Failure to scrutinize staffs properly Unlikely Major Medium standard CDD*
. . . o . May go ahead but preferably reduce risk- Follow
Failure to train staff adequately Unlikely Major Medium standard CDD*
. . o . May go ahead but preferably reduce risk- Follow
Not having an AML&CFT program Unlikely Major Medium standard CDD*
Failure to report suspicious transactions or Likel Mai Hiah Do not allow transaction until risk is reduced- Follow
activities ety alor L EDD*
- q . . . May go ahead but preferably reduce risk- Follow
Not submitting required report to BFIU regularly Unlikely Major Medium standard CDD*
. . . . . . May go dahead but preferably reduce risk- Follow
Not having an AML&CFT Compliance Officer Unlikely Major Medium standard CDD*
Failure of doing Enhanced Due Diligence (EDD) Likel Maior Hiah Do not allow transaction until risk is reduced- Follow
for high risk customers (i.e., PEPs, IPs) Y I 9 EDD*
Not complying with any order for freezing or . . . May go dahead but preferably reduce risk- Follow
suspension of transaction issued by BFIU or BB Unlikely Maiok Medivm standard CDD*
Not submitting accurate information or Unlikely Major Mediom May go dahead but preferably reduce risk- Follow

statement requested by BFIU or BB

standard CDD*
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IIDFC

Industrial and Infrastructure Development Finance Company Limited

Chamber Building (6t & 7t floor), 122-124 Motijheel C/A, Dhaka-1000, Bangladesh Tel: 880-2-955 9311-12, 955 3837, 955 3254, 955
Fax: 880-2-956 89872185, E-mail: info@iidfc.com, Web: www.iidfc.com

..........................................
..........................................

..........................................

Subject: Greetings from IIDFC Limited

Dear Sir/Madam,

We thank you for opening/maintaining account/s with [IDFC Limited. We assure you our best professional
service with utmost care all the time. Please check the following information as it appears in our record:

Product/service name
Agreement/TDR No.
Rate of interest
Sanction/deposit amount
Tenure

Kindly confirm the above information within 15(fifteen) days after receiving the letter at your end by
mailing the sub-join portion. In case of non-receipt of any objection within said 15(fifteen) days of the letter,
the above information will be deemed to have been confirmed.

An addressed envelope along with required stamps is enclosed for your reply.
We are looking forward a warm lasting relationship with you.
Thanking you,

Yours truly,

Authorized Signature

&< <
The Managing Director Date:
[IDFC Limited

Chamber building (6™ & 7t floor)
122-124 Motijheel C/A
Dhaka-1000

Subject: Acknowledgement

I/we hereby acknowledged and confirmed the correctness of the information mentioned in your letter ref
no# . dated: ..o in respect of my qccount/qgreement 2
opened and/or maintained with you.

Yours faithfully,

Customer’s Signature
Seal (where applicable)
Date:
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“Annexure-D”’

Industrial and Infrastructure Development Finance Company Ltd.
Head Office, Chamber Building,122-124 Motijheel C/A,(6"& 7' floor), Dhaka-1000

CUSTOMER ACCEPTANCE POLICY

Selection of Customer is an important factor for Banks and NBFls. Industrial and Infrastructure
Development Finance Company Limited (hereinafter read as IIDFC) takes into consideration of all the
relevant factors for accepting customers like-Customer’s background, business/personal activities, business
risks, credit worthiness, political influence, social status, other basic information and risk factors.

On the other hand to combat risk of Money Laundering (ML) and Financing of Terrorism (TF) Know Your
Customer (KYC) and Customer Due Diligence (CDD) are important tools. Lack of precaution in the above
mentioned factors might result in serious customer and counterparty risks, especially reputation,
operational, legal and compliance risks. Collection of sufficient information about the customers is the most
effective defense for combating ML/TF activities. As per Money Laundering Prevention (Amendment) Act,
2015 each financial institution (Fl) is required to keep satisfactory evidence of the clients. On the other
hand, each Fl is also required to make necessary arrangement to prevent transactions related to crimes as
described in Anti-Terrorism (Amendment) Act -2013. It also requires to identify, under these laws,
suspicious transactions with due care and diligence. Pursuant to the above legal bindings, Guidance Notes
issued by Bangladesh Financial Intelligence Unit (BFIU) on AML/CTF and Global standards, IIDFC has
developed the Customer Acceptance Policy as under:

1) IIDFC will comply all the prevailing regulations of Money Laundering Prevention (Amendment)
Act, 2015 and Anti-Terrorism (Amendment) Act -2013 and to be amended from time to time)
and Bangladesh Financial Intelligence Unit (BFIU)’s Guidelines, Directives and circulars relating to
establishing financial relationship with customers.

2) Documentation requirements and other information shall be collected in compliance with the
instructions contained in BFIU Master Circular#12, dated June 29, 2015; the requirements of the
Money Laundering Prevention (Amendment) Act, 2015) and Anti-Terrorism (Amendment) Act -
2013 and other circulars and guidelines issued/to be issued by Bangladesh Financial
Intelligence Unit (BFIU) from time to time.

3) IIDFC will not open or maintain any account or establish any financial relationship with person(s)
or organization(s) convicted for terrorism or terrorist financing or listed on the United Nations
Security Council Resolution (UNSCR) 1267 & 1373-as individual, entities, alliances - terrorist or
terrorist organizations.

4) In case of opening account of a Politically Exposed Person (PEP) and Influential Person (IP), IDFC
will comply the instructions contained in BFIU Master Circular#12, dated June 29, 2015 issued
by Bangladesh Financial Intelligence Unit (BFIU). Such types of account will be classified as high
risk and will require very high level of monitoring. PEPs/IPs account shall be opened with prior
permission of the Managing Director and shall be applied enhanced due diligence as per said
circular.

5) At the time of opening new account IIDFC will take care to seek only such information from the

customer which is relevant but not intrusive. As customers profile and information contained
therein are confidential documents, those should not be divulged for any other purposes.
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“Annexure-D”’

IIDFC will conduct necessary checks before opening a new account so as to ensure that the name
of the customers do not match with any person with known criminal background or with banned
entities such as individual terrorists or terrorist organizations etc. as declared by the Government
authorities.

IIDFC will collect complete and correct information of identity of the beneficial owners and
preserve in the concerned file. A person shall be treated as a beneficial owner if (i) he or she
has controlling share of a company or and (ii) hold 20% or more share of a company.

[IDFC will, in case a customer operate an account on behalf of another person in his/her own
name, collect complete and correct information of the person besides the account holders.

IIDFC will ensure certification/genuineness of the given documents/National ID/Social Security
Number /Residence Permit/TIN, independent contact with the customer etc. in case of establishing
business relationship with “Non-Face to Face Customer/Non-resident Bangladeshi”

IIDFC will review the customer’s personal/business background with due diligence before
establishing any financial relationship.

IIDFC, in no cases, will allow any anonymous or fictitious accounts to be opened/ to be continued.

Customers’ risk shall be assessed as defined in KYC Profile meticulously and shall review the
same at least once in a year or at the time of renewal or providing loan against FDR or new
sanction or any other business relationship.

IIDFC will accept only those customers who can provide documents relating to identity and
physical existence of business or residence.

The Branches shall not open any account, where IIDFC is unable to apply appropriate customer
due diligence measures but the branch must be careful to avoid unnecessary harassment of the
customer.

IIDFC will verify identity of the customers using reliable sources, documents etc. but it must retain
copies of all references, documents used to verify the identity of the customers.

IIDFC will comply Uniform Account Opening Form with prescribed KYC at the time of completing
account opening formalities as per BFIU Master Circular#12, dated June 29, 2015.

IIDFC will take necessary steps to close existing accounts, where necessary, due to non-
cooperation of the customers in providing necessary documents/information required by
law /regulatory authority or non-reliability of the information/documents furnished by them.
Decision to close an account shall be subject to approval of the Managing Director.

IIDFC will not do anything that will cause inconvenience to the general public, especially those
who are financially or socially disadvantaged.

IIDFC, in no cases, will deal with any Shell company or Shell bank.
IIDFC reserves the right to discontinue or close relationship, which in its opinion has contravened

the Money Laundering Prevention (Amendment) Act, 2015 and Anti-Terrorism (Amendment) Act -
2013 and any other laws of the Country or indicates suspicious transaction/business.
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“Annexure-F”

IndustriallandlinfrastructurelDevelopmentiIFinancelCompanylLimited
ChamberlBuildingl(6™ &I7% floor)I122-124IMotijheellC/A,IDhaka-1000

1. Personal Details:

KNOW YOUR EMPLOYEE (KYE) FORM

FULL NAME (ENGLISH) MR./ MS.
EMPLOYEE ID INSURANCE ID
DESIGNATION DEPARTMENT

DATE OF BIRTH

PLACE OF BIRTH

PERMANENT ADDRESS

PRESENT ADDRESS

DATE OF JOINING

CONFIRMATION DATE

TYPE OF EMPLOYMENT 0O PERMANENT 0 CONTRACTUAL O Other
REFERENCE
BLOOD GROUP | RELIGION
2. Family Details:
MOTHER’S NAME
MOTHER’S PROFESSION
FATHER’S NAME
FATHER’S PROFESSION
SPOUSE NAME
SPOUSE PROFESSION
3. Educational Background:
EDUCATIONAL QUALIFICATION INSTITUTIONS NAME RESULTS
S.S.C
H.S.C
BACHELORS’
MASTERS’
PROFESSIONAL DEGREE
4. Professional Background:
RELEASE
ORDER
EMPLOYER’S CONTACT RECEIVED
NAME ADDRESS DESIGNATION | DEPARTMENT NUMBER FAX NUMBER FROM
PREVIOUS
EMPLOYER
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IndustriallandlinfrastructurelDevelopmentiIFinancelCompanylLimited
ChamberlBuildingl(6™ &I7% floor)I122-124IMotijheellC/A,IDhaka-1000

5. Identification:

NATIONAL ID

PASSPORT NUMBER (IF ANY)

TIN NUMBER (IF ANY)

DRIVING LICENSE (IF ANY)

6. Contact Details

PRESENT ADDRESS

PERMANENT ADDRESS

PHONE NUMBER (MOBILE)

PHONE NUMBER (RESIDENT)

PHONE NUMBER (OFFICE)

EMAIL ADDRESS (PERSONAL)

EMAIL ADDRESS (OFFICE)

EMERGENCY CONTACT NAME & PHONE NO.

RELATIONSHIP WITH EMPLOYEE

7. Others

POLITICAL INVOLVEMENT o YES o NO RESIDING AT 0O RENTED HOUSE o OWN
IF RENTED FROM HOW MANY RESIDENCE YOU HAVE CHANGED IN LAST 5 YEAR:

DOING PART TIME JOB WITH OTHER ORGANIZATION o YES o NO

IF YES, PLEASE PROVIDE THE NAME OF THE ORGANIZATION AND POSITION

INVOLVEMENT WITH ANY OTHER BUSINESS o YES o NO

IF YES, PLEASE PROVIDE THE NAME OF THE BUSINESS

IMMEDIATE PREVIOUS RESIDENCE ADDRESS

TRAVEL RECORD (ABROAD)

OWNED VEHICLE

o YES o NO

Declaration: | hereby declare and confirm that all the information as given above are true and correct.

Signature of the Employee with date

To*be*filled*up*by Human'Resource*Department

ATTESTED COPY OF EDUCATIONAL CERTIFICATES RECEIVED O YES O NO
ORIGINAL COPY OF EDUCATIONAL CERTIFICATES SEEN O YES O NO
POLICE CLEARANCE CERTIFICATE O YES O NO

KYE REVIEW DATE

Authorized Signature
HR Department

Signature of CAMLCO
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ABABWGAMT kiLv gubjUuis 1 mSmi Kith A wgb ciZtiva ieliq ie*"gvo ABb, reiagvjy, 1eGAABBD KZK mgq mgq
RiilKZ ibt“kbv 1 1bR™ gub jUwis ciztiva 1 mSmi Kith A vgb ciZtiva bnZgvjvi AvtjuiK ibaelYZ ckgijvi e wiZ
DEi c“itbi gia'tg Self Assessment cxiZiZ ibtRt“i Ae b ibYq Kite:

ckgiju

hiPBtqi gib“U

kiLvi eZgib-
Ae v

MniZe”
Kvhpg/
mcuik

1. kibvg tgu KgKzvi msLv KZ (c*ibhigx)?
KZRb KgKzi gubjUwis ciztiva 1 m3im
A gb ciZtiva ielgKk AvbdubK cikqTY MnY
K$11Qb? (KZKiv nii)

CIKTY mspus iKW hiPvB KiiZ niel

2. K) kiLig gubjUwis ciZtiva ciicyjb KgKzZy
(BAMLCO) {R6" I ArfA IKb? 1eMZ “B
eQti 1Zib gubjUnis ciztiva I m3mx Kith
A_igb ciZtiva ielgK tKib cik Y tctgiQb 1K
bi?

L) kiLig gwb JUOwis ciztiva Kihpg h_wbgtg
ciicnjZ ni'Q G relqU 1idZ nlqi Ji"
BAMLCO 1ibi“6 1 MnbthWM™ mgg ci ci
KihKi cipgug gibUris 1 chiijwPhy Kii _viKb
IKby?

BAMLCO KZK- KYC Kihpigi h v 2y
gibUrnis Kiv ng 1Kbv? h_vh_fite Transaction
gibUiis Ges mb“nRbK £jb1“b vifcwW (BUriibij
ritcwmn) Kiv ng iKbv? h_vh_fide TIKW msiqTY
Kiv ng 1IKb? STR mbi=3KiiY e'e v thqv nq
IKby?

3. BAMLCO mn kiLvi KgkziMY gwbjUwis |
mSimx Kvth A_vgb ciZtiva ieliq ie“"gib ABb,
leragvjyv, 1eGAAIBBD KZK mgg mgq RvitKZ
ibt“kbv 1 Aw_K cizovtbi bR~ gub jUuis
ciZtiva I m3im A_gb ciZtiva buZgvjv
ma(iK AeinZ AitQb 1K?

ielqiu hPiBiqi cxiZ Ki?

4. kv chitg “TgumK rFEIZ gub jUwis |
mSvim A_vgb ciZtiva relgk mfv Abi6Z nq
IKby?

mfi AdjP'mPx mKiji AeMiZi Rb™ exlb Kiv
ng 1IKb? mfig Kx Kx _iZcY mx§ MmiZ
nigiQ ? mfig MniZ imxS 1K fite e ewgZ nq ?

5. mKj cKvi inmie tLvjv 1 tjbi*b criPyjhbvi
14T gub jOwis ciztiva AvBb, m3m refivax
ABb Ges mgitq mgiq 1eGAABBD KZK
RiKZ wbt<kby  Abmii MK  ciiPiz
miSvIRbKfite MnY Kiv ng iKb?

MinK ciiPiZi h_v_2zv \Kfite hiPB Kiv ng?
IKfite Zv kibvg msiqY Kiv ni"Q? KYC
mady“bKvt§ MiniKi Znietji Drm hiPB Kiv ng
IKbv? inmitei cKZ mieaitfiMx (Beneficia
Owner) mb3 Kiv nq 1Kbv Ges Zv hiPB Gi
cipgv miSVIRbK 1Kby? D'P SiKieilké MinKi“i
t91{T SIKi wbiiL Aizii= Z_" (EDD) mshn
Kiv ng 1Kby?

6. K) SKi rFEIZ ki Zit“i
tkYneb ym/ikYiKiY Kii iKbr?

L) D'P SiKmatb inmviei tjbi<b gibUiis Kiv

MinK1“i

Kii _Kij G chd Kz DP SiKmadb inmie
kibig tLvgv nigiQ? G aitbi wmme tLvjv I
chiPijbii t1T kilv Kx c*19]c Mnb KiitQ? Kx
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ng IKbv?

cxiZtZ SiKmadb inmviei tjbi*b gibUiis Kiv
ng?

7. 1eGAABBD KZK RvixKZ wbt“kbv Ges An_K
ciZovtbi bR~ buzZgyjv Abhvgx gubjOwis 1
mSiim A vgb msS SIK ciZtivia h wh_
e’e vMnY Kiv nigiQ Kx br?

G ielgK bR buZgvjv cYgh Kiv nigiQ Kx bv?
nij D= buZgvjv kiLvg IKfiie eV engZ ni"Q?

8. kiLv MniKi KYC Profile Gi Z -
IeGAABBD KZK RvixKZ 1bt“kbv tgiZiieK
b6 mgg ci ci ch:gjvgbceK nijbwne
Kii 1Kbv?

Ki cxiZiZ Gifc gjigb metu*“Z niq _iK?

9. mSim refivax ABb, 2009 Gi Aaxb mSimi Kith
A_ugb ciztiviai jiq" kibv Kx aitbi c“19ic
MnY Kii1Q?

RuwzZmsiNi ibivcEr ciili“i werfb fiRjkibi
Al Zig m3im, mSimx Kih 1 e"icK alsmiziK A~
le vii A_igtb RioZ mbin ZujKf3 tKib
e e mEv Ges esji‘k mikii KZK
ZujKvFS3 tKib €73 ev bilx tNwlZ mEvi bifgi
ZujKv kibvg msiqlY I Z<bmii inme |
tjbt“b Kihpg hPB Kiv ng 1Kb? kibv G
ielgK bR tKib Mechanism AbmiY Kii 1K
b? Gijc tKib €13 e mEi bitg kil
cliPugZ mmiei (hi* _viK) reliq veGAABBD
tK AeinZ Kiv ng iKby?

10. G hver kiLv KZK KZ_ 1jv mb“nRbK fjbi“b
(STR) kb= Kiv nigiQ?

kiLvg mp“nRbK tjbi*b iPryZ Kivi tKib cxiz
AbmiY Kiv nq Kbv? kiLyg mb“nRbK 1jbi“b
Reporting Gi Rb" Internal Reporting
Mechanism Pij 1igiQ wKb? kiLv chig
b®WEKZ  Internal Report msiqY Kiv ng
IKby?

11. gub jUwis ciztiva AvBb, mSim etivax AiBb,
mKjua, ckqlY iKW, ieeiYx 1 AbWw’
GGYGJ/mGdiU mspus ielgrejri Avgvey bi_
kiLv KZK msiqTY Kiv ng iKbv? ABb, mKjvi
BZw i Kic kiLvi mKj KgKzZi/KgPvixt“i
mieivn Kiv nq iKbv?

niq Kij nv A_er bv nig _WKij by, AsikK
nij Ko Ko msinqiZ AvtQ ZvijLb]

12. 1eGdABBD g mKjvi Abmii kiLvg
PEPs, cfiekijx €3, AiSRuZK ms i caib
el D'P chiiqi KgKZvi tKib inmie msi 1Y Kiv
ni"Q vKbv?

DEi n'vntj Hinmie fLyjv I criPvjbvi t91£T K
KraifYi mzKzy Aejab Kiv ni"Q?

13. Aw_K cizditbi cab Kihjg I esjit“k
5K, eisjit“k dvBbIYquj BbUIjIRY BDibU-
Gi cii“kb ciztetb DijiLZ gwb jOwis
ciZtiva I m3im Agb ciZtiva ciicijb
lelgK “ejzv/ Aibggmgn 1baigZ Kiv nigiQ
IKhv?

bi niq _IK$j cizeUKZimgn Ki Kx?

kiLv gub jUwis ciZtiva cricijb KgKzvi bigh3 mggmn i I Zwil

kiLv e"e vctKi bigh3 mggmn vf[i 1 Zwil
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ABABWGdIm 1 :
AFSHY ibixqv iefM
CliE“IKZ KILY oo,
Independent Testing Procedures:
kiLv cii “kibi tPKij+

ABABWGdIm)T AFSixY ibiTlv ieFM gubjOwis 1 m3imx Kith A wgb ciztiva ieliq ie"gib AvBb, teragijy, ieGAABBD KZK mgq
mgq RvKZ 1bt*kbv 1 1bR™ gub jUwis ciztiva I mSmi Kith A _wqb ciZtiva bnZgvjvi AdjviK ibgijiLZ ckgyjvi h_wh_ DEi
(WKtgoU rRIEK) Abmiti 1 wi cvbceK kilvi gub jUwis ciztiva I mSmi Kith A wgb ciZtiva KihpgtK gjgb Kite] AFSixy
ibixqlv iefiM KZK kilvi Dci cYiZz  ewlK ibixlv cizte*tb (cthiR™ 11T ¢_K ciikb KgmPii AvlZig Tagil Independent
Testing Procedures iIfiEK cizte“b ciYZ nie) gib jUnis ciztiva I mSitm A_igb ciZtiva Kihpg g vgb mspud Avju“v Aa'vig
mg“q 1elqu® mcwikmn mibiek Kiie|

(hiPBigi gib“U Abmiti madYiffc cricwjZ nij madGY i, AsikK cricijtb AwsikK tvi Ges DEi thiZewK nij kb t™ui c“ib
KiiZ nie])

Iitf)gSK AAj/ Giigy ckgyjy hiPBtqi gibU ol TEV(\[’SI gse’
1. | kikvoicigb | 1. | kg GKRb AfA 1 tR'6 | Aidm AW t“Lb] kvLvi 102xq 1
BDibU clicijb KgKzy (BAMLCO) | KgKzi ev ArfA tKib EaiZb
11g1Qb 1K? KgKZiK BAMLCO gibbiz

Kiv mgiPxb nie]

2. [eMZ ‘B eQti wZb gub jOwis | mqwkvi 1 bi_cili wREIZ | 2
ciZtiva I mSiim A wgb ciZtiva | hPB Kib]
lelgk Kb ciklty  AskMnY
KtitQb 1K? gubjUOwis 1 m&Smy
Kih  Agb  ciZtiva  welig
e "gwb ABD, leragvyy,
1eGAABBD KZK mgg mgq
RViXKZ 1bt“kby 1 MBIWY fhiUm
Ges cizdvbi bR~ gwb jUwis
ciZtiva I mSiim A wgb ciZtiva
buzgvgv maiK vzZib hi_6 AeinZ
IK?

3. | gub jUuis ciztiva AiBb, mSm | BAMLCO KZK gibUiis 1| 3
lefivar AiBb Ges Gi AlZig | chijPhvi  cipgy B 1 Gi
RiIKZ cijim Ges/A_ev ibt*kbi | h v zv  cixfliceK  gjigb
h_wbgtg cricujZ ni'Q- G | Kib]

ielgl  1idZ  nlqii  JiTT
BAMLCO b6 1 Mnbihit”
mgq ci ci Ges KihKi cipgig
gibUiis 1 chiijPor Kii _viKb
IK?
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1eGAABBD KZK RiKzZ
Ibi“kbv Ges Aw_K ciZovbi
bR~ buZgijv Abhigr gwbjUwis
I mSim Agb msps SIK
ciZtivia h_vh_ ee v MnY Kiv
niqiQ 1Kbv?

BAMLCO  KzK kiLvg
ciiPwyZ D'P SIKh3 inmiemn
mKj inmifei tybi*b gibUiis
chifd 1K?

gubjUwis I mSiim A vgb
mspus  SIK - ciZtivia kil
MnZ c“t9lc gjigb Kib]

BAMLCO KZK D’P SiKh=
inmiemn mKj inmiiei tjbi‘h
glbUiis cxiz hiPB 1 Gi
h_vZv ciqiiceK gjgb
Kib]|

1eGAABBD  gi=vi mKjvi
Abmii kiLig PEPs, cfiekijx
g3, ASRuZK ms vi cab e
D'P chifgi KgKzvi Kib inmie
msiqTY Kiv nt"Q iKhv?

G aithi wmme Ly |
cliPijbvi 19T 1eGAABBD
g-=vi mKjvi Abmiii mZKZy
Aejuab Kiv nf"Q 1Kbv Zv hiPiB
Kib| Zie PEPs, cfiekijx
€13, ASRuZK ms vi cawb ev
D'P chitqi KgKZii tKib inmie
bi Kijl hi“ 1eGdAABBD
gi=vi mKjvi G c“E ibt“kby
el egtbi cipgy e ‘gib K
Zintj kiLv cY bai ci? nie|

1eGAAIBBD c‘E tmjd
AvimmigU kil KZK  KZUK
mVK 1 KihKifite madi“b n"Q?

kiLvi tmjd A'vfmmigU vitcw
chijwby  Kib] mvK 1
KihKifite tmjd A'vimmigU
licW cYgb 1 e eigibi
FIELZ bai c“b Kib]

gub Uwis
ciZiiva |
mSvim A_vqb
ciZiiva
tleliq KgKzy
t“i A I
miPZbZy erx
Ges SIK
ciZiivia
MnZ e'e 1]

kiLig KZRb KgKzy gub jUwis
ciZtiva I mSiim A wgb ciZtiva
ielgk  AiboubK cikqlY MnY
Kfi1Qb?

100% KgKzvi cikqlY maib
nij Zv mSIIRbK eij eteiPZ
nie] ckfiYi nvi Abmiti bai
cid nie

kiLvi KgKzZmMY gubjUwis 1
mSmx Kvth A_vgb ciztiva reliq
le“"gib ABD, leragvyy,
leGAABBD KZK mgg mgq
RViXKZ 1bt“kby 1 MBIWY thiUm
Ges cizovtbi bR~ gub JUOwis
ciZztiva I mSiim A_wgb ciZtiva
buwzZgigv  meGiK AeinZ AiQb
IK?

kilvi msikd  KgKZui“i
milwrkitii rREIZ gjigb Kib
I

gub  jUwis 1 mSim A vgb
ciZtiva Kihpg gjigibi Rb
GKIU  4TgumK FEIZ kil
e'e iciKi thzZiZz KgKzZmMibi

mfvi AdjP" mPx msMn 1 Gi
KvhKwizy cixlv Kib|
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mfv AqiRb Kiv nq 1Kbyv?

leGAABBD  KZK  RiiiKZ
bi*kby Ges ciZovbi bR
bnZgujv  Abhigx  gabjUnis 1
mSim  A_vgb  mspus SIK
ciZtivia h_vh_ ee v Mnb Kiv
niqiQ 1Khby?

MK cimiPiZ
(KYC)
cxiZ

mKj cKvi imie fLijv 1 fjbib
cliPjbii T gab  jOuis
ciZtiva AiBb, mSim iefivax AiBb
Ges 1IeGAAIBBD KZK RvixKZ
gv=-vi miKgvtia ibi“kbv Abmiti
MinK ciiiPiZ miSvlRbKfite Mnb
Kiv ng 1Kby?

ctZ'K aitbi 4/5 W inmiei
bgbv cixlv Kib| bigi3 ieliq
mSiomitctq bai c“vb Kib-

MnK ciiPiZi h_v_Zv \Kfite
hiPB Kiv ng? iIKfite Zv kiLvg
msiflY Kiv ni"0? KYC
matv bKij MiniKi  Znietji
Drm hiPB Kiv nigiQ iKbv?
inmiiel  cKZ  mieavtFuM
(Beneficial  Owner) mb=
Kiv nigfQ 1Kbv Ges Zv hiPiB
Gi cipgr miSVIRbK 1Kby?

D'P SiKietkd MmnKi<i 19T
SIKi btk Az Z
(EDD) msMn Kiv ng K bv?

1eGAABBD KZK RilKZ gi-vi
mKjviii ibi“kbv Abmai kil
h h_fite SIKi vREIZ Zvti
MnKi“i  tkYnebwm/  tkYiKiY
KiiiK?

leGAABBD KZK RiKZ
g mKjvET bt kb
ciicujZ ng 1iKbv hiPB Kib|

D'P SiKietkd MnKii 19l
ciqiRbig AiZii=3 Z_" mshMn Kiv
nq IK?

IK aitbi Z_" msMn Kiv ng Ges
Zv ht_61Kbv cixqlv Kib|

kiLv 'K MiniKi KYC Profile
Ibi“6 mgg ci ci ch:gjgbceK
nj b K _iK?

KYC Profile ch:gjgb 1
nigbwh cxiZ gjigb Kib]

mSvm el ivax
AiBb, 2009
Gi ciicib

mSm etivax ABb, 2009 Gi
Aab m3itm A gb ciZfiviai
Ji kv Ko aithi KihKi
c“i9lc Mnb KtifQ?

Ibtgr= 1eliq mSiémitctql boi
c“vb Kib-

RuzZmstNi  ibivcEr  ciilt*i
lerfb fiRJkibi AvlZig mSim,
mSm Kih 1 evcK afsmiziK
A 1e vii A_gib RioZ mb*in
ZujKif3 tKib e¥= el mEy
Ges eisjiik mikii KzK
ZujKiF3 tKib €3 ev bl x
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tNwlZ mEvi bitgi ZnjKv kiLig
msiqlY 1 Z<bmdi inme |
tjbi“b Kihpug hiPB Kiv ng
IKbv?

kil G 1elgk bR tKib
Mechanism  Abmib  Kii
1Kbv?

Gilc €3 el mEi biig kiLig
cliPiyZ wnmiei (h“ _uK)
ieliq 1eGdABBD K AeinZ
Kiv nqg 1Kbv?

mb “nRbK
tjbt“b
Iicw

(STR) 1

bM* tjbi“b
Iicw
(CTR)

kil KgKzZMy — mb“nRbK
tybi“b witclU (STR) madikK
AeinZ AviQb IK?

kiLig  mbnRbK  fjbi‘b
Reporting Gi Rb" Interna
Reporting Mechanism Pij
AQ WKb? Zv mKj KgKzy
Rtbb 1Kbv?

kiLvg gwb JUwis 1 mSvim A vgb
mspS  mb“nRbK  tjbicb
PYZKitYT KihKi cxiZz Pij
AQ 1K? G hier KZ_ ijv
mb*nRbK  fjbi‘b  (STR)
BAMLCO KzZK CCU Gi
1bKU vitew Kiv nigiQ?

kiLig  mbnRbK  fjbi‘b
mNUZ  nlgr  miED i
BAMLCO KzZK CCU Gi
IbKU tKib STR bv Kiv niq
WK Zinij Zv AmiSVIRbK
letelPZ nie|

bi_ 1 mi=g cixflv Kfi kibwg
STR mb=3KitYi Rb™ fKib
cxiZi cezb Kiv niqiQ Kby
Zv hPB Kib|

ibigi3 1eliq mSiomiictyl bai
c“ib Kib-

kiLvg mb“nRbK tjbi“b 1PryZ
Kivi tKib cxiZ AbmiY Kiv nq
IKhv?

kiLv chitq 1b®UEKZ Internal
Report h_vn_fite msiqfY Kiv
ng IKbyv?

kiLy KZK h_vh_ 1 mVKiic bM*
tjbtb it (CTR) Kivng
IKby?

GZ“mspiS bi_ cixqlv Kib]

(Kgct GK  gvmi  bM*
tjbi“b) Kk tilRovi/ieeiYx
niZ cirflv Kib Ges Gi rfiEiZ
H gim “wLjKZ CTR ritc
ciificeK CTR iitcU Gi
miVKZii reliq gjvgb Kib]

CCU eiei
leeiYx “wLj

kilv KZK KzZiU 1eeiYr CCU
eivel “wLj Kiv ng? kv 1K

GZ*mspus bi_ cinflv Kib]|
lejio A ev teeiYr “wLj b
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h_imgiq reeiYx “wLj Kfi? Kitj Zv AmSIIRbK ietelPZ
nie|
kiLv KZK bggzfite fmT | GZ“mspuS b cixflv Kib] | 3
AvimmitgU  Kiv  ng  wKb? | Z_w* mVK I ciicY by nij Zv
C ZKZeeiYrh vh_1Kby? AmtSIIRbK reteiPZ nie|
7. HIKW msi Y MnK ciihiz (KYC) Ges |5 W eU inme cirv Kib| | 4
tjbt“b matiKZ tikw h_yh_fite | GITiT gub jUwis ciztiva
msTqTEYT veavb AviQ 1K? ABb Gi eatb h_vh_fite
AbmiY Kiv ntqfQ 1Kbv hiPiB
Kib]
hqSYKvix KZcql ev CCU Gi | GZ*mspuS bi_ cixflv Kib] | 3
Pun“y tgZvdeK tiKWmgn mieiwn | h_mgiq I h_h_ Z_" mieiin
Kiv ng 1K? b Kitj 2Zv  AmSIIRbK
leteiPZ nie|
8. AML/CFT kiLv e'e vcK ( BAMLCO hv | kiLig AtguRZ mfi | 5
magiKZ ntg) gub jOnis I mSim A_gb | AdjPmPr 1 kilv e'e vciKi
KiLvi mieK ciztiva 1elgk KgmPr e egtb | mi_ mqflirkii  Ges G ieliq
Kihpg h_wh_ FigK cvjb Kii 1K? kiii ciicijb Ae vi vRIEIZ
gjvgb Kib]
ceeZr AFSHY I enibixy | metkl woixgy msps itcw | 4
cizie“b cixfKij AML/CFT | cixflv Kib Ges 1K aiibi
ielgk tKib Aibgg I “ejzvi | mstkiabgjK e'e v thlqy nihiQ
DijL AvQ Kby Ges kiLv ftKib | hiPB Kib]
mstkiabgjK ee v MnY KiifQ
IKby?
kiLvi mieK Kvhpg miSVIRbK | kilvi gub  jUwis 1 mSim | 6
IK? A_igb ciztiva msps muek
Kihpg Ges kiLv e'e vciKi
ciidigvtYi FEIZ gjgb
Kib]
g 100
kiLvi mueK gjigb:
1 wi tils
90" - 100 kikijx (Strong)
70*-90 mtSVIRbK (Satisfactory)
55%- 70 tquigil Fij (Fair)
40" - 55 cusK (Marginal)
40 1 Gi biP AmiSIIRbK (Unsatisfactory)

84 | Page




“Annexure-l"’

Internal reporting form of unusual/suspicious transaction/activity

TO BE FILLED BY REPORTING OFFICER

' Name
Designation
Department
Branch/Head Office

Information of the Suspected Person/Institution in case of Unusual/Suspicious Transaction /Activity:

. Name
Account No. & Type
Account Opening Date
Address:
Present
Permanent
Date of Barth
Nationality
National ID Card No.
Passport No. (If any)
Driving License (If any)
TIN/e-TIN No.

. Introducer

Description of Unusual/Suspicious Transaction /Activity:

Amount involved

Transaction date(s)

Transaction nature, origin

& destination etc.

Source of fund

Copies of transaction

and account details Yes
attached

Reasons/situation for treating transaction as unusual/suspicious (put details as much as possible):

Signature of reporting officer
Time:
Date:
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Strictly confidential

TO BE FILLED BY DCAMLCO/BAMLCO
Action taken to validate:

Reviewed account documentation (Yes/no)
Discuss with the relationship manager/branch manager (Yes/no)
Other:

Agreed suspicious. (Yes/No), If yes sent to CCU
Reason:

Signature of DCAMLCO/BAMLCO
TO BE FILLED BY CCU

Recommendation of CCU/CAMLCO regarding suspicious: Yes
Comments/notes of CCU/CAMLCO:

Signature of CCU members:

Instructions (if any):

86 | Page




Suspicious Transaction Report (STR)

A. Reporting Institution :

1.
2.

Name of the Fl:

Name of the Branch:

B. Details of Report:

1.

2. Is this the addition of an earlier report?

Date of sending report:

“Annexure-J”’

3.If yes, mention the date of previous report ‘

C. Suspect Account Details :

1.
2.

3.
(Current/savings/loan/other, pls. specify)
4,

Account Number:
Name of the account:

Nature of the account:

Nature of ownership:

(Individual /proprietorship /parinership /company /other, pls. specify)
5.Date of opening:

6.

Address:

D. Account holder details :

1.

1.
. Address:

O 00 N 00 O N W N

Name of the account holder:

. Profession:

. Nationality:

. Other account(s) number (if any):
. Other business:

. Father’s name:

. Mother’s Name:

. Date of birth:

10. TIN/E-TIN:

VW 00 N 00 v N W

. Name of the account holder:

. Relation with the account

holder mention in sl. no. D1

. Address:

. Profession:

. Nationality:

. Other account(s) number(if any):
. Other business:

. Father’s name:

. Mother’s Name:

10. Date of birth:
11. TIN/E-TIN:
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E. Introducer Details :

1. Name of introducer:

2. Account number:

3.Relation with account holder:
4. Address:

5. Date of opening:

6. Whether introducer is maintaining
good relation with Fl:

“Annexure-J”’

F. Reasons for considering the transaction(s) as unusual/suspicious?

a. |:| Identity of clients
b. Activity in account
Background of client
Multiple accounts
Nature of transaction

Value of transaction

Other reason (Pls. Specify)

minnnlnls

(Mention summery of suspicion and consequence of events)

[To be filled by the BAMLCIO]

G. Suspicious Activity Information

Summary characterization of suspicious activity:

a. D Bribery /Gratuity h. D Counterfeit debit/credit card o. |:| Mortgage Loan Fraud
b. D Check Fraud i D Counterfeit instrument p. |:| Mysterious Disappearance
c. [:I Check Kitting i [:I Credit card fraud q. |:| Misuse of Position or Self Dealing
d. [:I Commercial loan fraud k. [:I Debit card fraud r I:‘ Structuring
e. [:I Computer intrusion I [:I Defalcation/Embezzlement s. I:‘ Terrorist Financing
f. [:I Consumer loan fraud m. [:I False statement t. I:‘ Wire Transfer Fraud
g. D Counterfeit check n. D Identity Theft u.  Other
H. Transaction Details:
Sl. no. Date Amount Type*
*Cash/Transfer /Clearing/DD/PO /etc.
Add paper if necessary
I. Counter Part’s Details
Sl. no. Date Bank Branch Account no. Amount

J. Has the suspicious transaction/activity had a material impact on or otherwise

affected the financial soundness of the FI?

Yes No
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K. Has the Fl taken any action in this context? If yes, give details.

“Annexure-J”’

L. Documents to be enclosed

Account opening form along with submitted documents
KYC Profile

Account statement for last one year

Supporting voucher /correspondence mention in sl. no. H
Others

aohwbd =

Signature B

(CAMLCO or authorized officer of CCU)

Date ‘ : ‘
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To whom it may concern

Re: Statement of Compliance

| do hereby declare & confirm that as an employee of [IDFC I:

1. have read the Company’s Guidelines on “Prevention of Money Laundering
and Combating Terrorist Financing”; as well as circulars/directives of
Bangladesh Financial Intelligence Unit (BFIU), and Government’s Acts on Anti-
Money Laundering and Anti-Terrorism and understood the implications
thereof;

2. shall comply the applicable laws and regulations and corporate ethical
standards;

3. shall comply all rules and regulations in the normal course of my assignments.
It is my responsibility to become familiar with the rules and regulations that
relate to my assignment; and

4. shall be held responsible for carrying out compliance responsibilities on

prevention of Money Laundering and combating Terrorist Financing
meticulously.

Signature: ..oeeevviiiiiiiiiiiiiiiiiiiiee
Name:

Designation:

Department:

Job location:
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